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OITPEJAEJIEHUA
B HacTosimieM JOKYMEHTE MCIIOJB3YIOTCA CIHEAYIOIIME TEPMUHBI M HX
OIIPEAECICHHUS.
ABTOMATH3MPOBAaHHAsl CHCTEMa — CHUCTEMa, COCTOsIIas W3 IIEpCOHAlla H

KOMIUIEKCA CpEACTB AaBTOMAaTH3alMM €ro JAESITEIbHOCTH, peaiusyrolas uHpopMa-
[IMOHHYIO TE€XHOJIOTHIO BBITIOJIHEHUS YCTAHOBICHHBIX () YHKIIHUMA.

AyTeHTH(UKAIMA OTHPABUTEIS JAHHBIX — IOATBEPKIECHHUE TOrO, YTO OT-
IIPABUTEIIb NMOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTL NMEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aIlUIIEHHOCTU IEPCO-
HaJbHBIX JaHHBIX, XapaKTepU3yeMOe CHOCOOHOCTBHIO TMOJIb30BaTENICH, TEXHUYECKHX
CpelICTB M HMH(POPMAIMOHHBIX TEXHOJOTHMH oOecneunTh KOH(QUIECHIUATBHOCTD, IIe-
JIOCTHOCTh M JOCTYIHOCTH IEPCOHAJBHBIX JAHHBIX NpHU HX 00paboTke B HHPOpMa-
LIUOHHBIX CUCTEMAX NEPCOHAIBHBIX JAHHBIX.

Buomerpuyeckue mepcoOHaJbHbIE  JaHHbIE —  CBEICHHSA, KOTOpBIE
XapaKTepU3yloT (U3NOJIIOTMUECKNE OCOOEHHOCTH 4YEJIOBEKa M Ha OCHOBE KOTOPBIX
MO>XHO YCTaHOBHUTH €ro JIMYHOCTH, BKIIIOUas (ororpaduu, OTHEUYATKH MajbleB, 00pa3
CETUaTKH IJ1a3a, 0COOEHHOCTH CTPOEHUS Tella U APYTYIO MOA00HYI0 HH(OpMALIHIO.

bBiokupoBaHne MNEPCOHANBHBIX JAHHBIX — BPEMEHHOE IPEKpallcHUE
00pabOTKH MEepCOHAIbHBIX JaHHBIX (32 MCKIIOYEHHEM CIy4yaeB, e€ciau o0paboTka
HeoOXoIMMa JIJIsl YTOUHEHHSI IEPCOHATBHBIX JaHHBIX).

Bupyc (koMnbHOTEPHBIH, IPOrPAMMHBbINA) — UCIIOIHAEMBIA MPOrPAMMHBIN KOJ
WIM HUHTEPIPETHUPYEeMblii HAa0Op MHCTPYKIMM, o00Najaiomuii CBOMCTBAMU  He-
CaHKLIIMOHUPOBAHHOI'O  pacIpoCTpaHeHuss MU camoBocnpousBeneHusd. Co3naHHbIE
AyOJIMKAaThl KOMIIBIOTEPHOI'O BHpYyca HE BCErJa COBMAJAIOT C OPUTHMHAIOM, HO CO-
XPaHsIOT CIIOCOOHOCTD K JaJIbHEHIIEMY pAaCIPOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpeaonocHasi nporpamma — nporpamMmma, rpeIHa3Ha4eHHast 1Jis1 OCYILECTBIICHUS
HECAaHKIIMOHUPOBAHHOT'O JOCTyINa U (UJK) BO3JCUCTBUS Ha MEPCOHAJIbHBIE JaHHbBIE WU

pecypcbl HHPOPMAIIMOHHON CUCTEMbI IEPCOHAIBHBIX JaHHBIX.



BcnomorartesibHble TeXHHYECKHE CPeACTBA M CHCTEMbl — TEXHUUYECKHE Cpe-
CTBA U CHCTEMbI, HE TMpeJAHAa3HAUEHHbIC I Tepeaadd, oOpabOTKM U XpaHEHUs
MEPCOHANBHBIX JaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEACTBAMU U
CUCTEMaMH, TpeHAa3HAYCHHBIMU i1 OOpaOOTKM TNEepCOHANBHBIX JAHHBIX WIM B
MOMEIIEHUAX, B KOTOPHIX YCTAHOBJIEHBbI HMH(OPMALMOHHBIE CHUCTEMBI IEPCOHATBHBIX
TaHHBIX.

JlocTynn B onepanMOHHYIO cpeay KoMIbioTepa (MHGOPMAIMOHHON CHCTEMbI
NEePCOHAJBHBIX JAHHBIX) — MOJIy4YEeHHE BO3MOKHOCTH 3aITyCKa Ha BBINIOJHEHUE IITATHBIX
KOMaHJ, (YHKIMH, TPOLEAYp ONEPAlMOHHOM CHCTEMbl (YHUUYTOXKEHUS, KOIMUPOBAHUS,
MEPEMEILEHHUS U T.I1.), UCTIONHSAEMBIX (PaiiiIoB MPUKIIAIHBIX IPOrPAMM.

Joctyn k uH(pOpMAUHMM — BO3MOXHOCTb MOJTy4YeHHs HH(POpMALMM U €€ HC-
MOJIb30BaHUSI.

3ak/aiouHOe YCTPOMCTBO — DJIEMEHT CpPEICTBA CheMa HMH(OpMAlMHU, CKPHITHO
BHEJpSIeMbI (3aKJIabIBAEMBII MM BHOCUMBII) B MECTa BOBMOXHOIO ChbeMa UH(popMaIyu (B
TOM YHCI€ B OrPaXICHUE, KOHCTPYKIHUIO, OOOpyIOBaHUE, TMPEIMETHl HHTEPHEPA,
TPAHCIIOPTHBIE CPEJICTBA, a TAKKe B TEXHUYECKUE CPEIICTBA U CHUCTEMBbI 00pabOTKH
uHpopMaIum).

3amumaemass uHdopmamuss — wuHbOpMaAIMs, SBISIOMIASCS TMPEAMETOM COO-
CTBEHHOCTH U TIOAJISKAILAs! 3aUTe B COOTBETCTBUU C TPEOOBAHUSMHU MPABOBBIX JOKYMEHTOB
WM TpeOOBaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMAITIH.

NnenTndukanus — nprcBoeHre CyObeKTaM 1 00BEKTaM J0CTyIa UIeHTU(PHUKATOpa U
(M) cpaBHEHHE TPEABSBISIEMOr0 HWACHTU(UKATOpa C TMEpeYyHeM MPHUCBOCHHBIX
UJIEHTU(PUKATOPOB.

NupopMaTUBHBIA CHUITHAX — DJICKTPUYECKUE CHUTHAJBI, AKyCTUYECKHUE, DIICK-
TPOMArHUTHBIE U Apyrue pU3NUeCKHe MoJis, Mo MnapaMeTpaM KOTOPBIX MOMKET OBbITh pacKpbITa
koH(puaeHmanbHass ~ uHMoOpMalusa  (MEpCOHAIBLHBIE  JIaHHbIE)  oOpalaThiBacMas B

I/IH(I)OpMaL[PIOHHOfl CHUCTEMC IICPCOHAIIBHBIX TAHHbIX.



NudopmanuoHHbie TEXHOJIOIMU — TPOLIECCHI, METO/IBI MOUCKA, cOOpa, XpaHEeHMS,
00paboTKH, MPETOCTABICHUS, PACIIPOCTPaHEHUsI MH(GOPMALIMK U CIOCOOBI OCYIIECTBICHUS
TaKUX MPOIIECCOB U METOIOB.

Nudopmanmonnass cucremMa mnepcoHanbHbix gaHHbix (MCIIIH) -
COBOKYITHOCTh  COJIEpP)KAIIUXCS B 0a3ax JaHHBIX TEPCOHAIBHBIX JAHHBIX U
oOecIeynBaIUX WX 00paboTKy HWH(MOOPMAIMOHHBIX TEXHOJIOTHH W TEXHHYCCKUX
CPEIICTB.

Hcnonbn3oBaHne mNepCcOHAJIBHBIX JaHHBIX — JCHCTBUSA (omepamuu) C
MEPCOHAILHBIMU JaHHBIMH, COBEpIIIAEMbIC OIEPATOPOM B IENSAX NMPUHATHS PEIICHUN
WIM COBEPIICHWS WHBIX JCHCTBUM, MOPOXKTAOIIMX IOPUAMYCCKUE TOCIACACTBUS B
OTHOIIICHUM CYOBEKTa MEPCOHANBHBIX NAHHBIX WU JIPYTUX JUI JTUOO WHBIM 00pa3om
3aTparvBarolInX MpaBa U CBOOOIBI CyOBEKTA MEPCOHAIBHBIX IAHHBIX WU APYTHX JIHII.

HcrouHuk yrpo3bl 0Oe3omacHocTH HH(pOPMANUH — CYOBEKT JOCTyNa, Mate-
pUATTBHBIN 00BEKT WIH (PU3HUECKOE SIBIICHHE, SIBIISTFOIINECS PUYMHON BOZHUKHOBEHHSI YTPO3bI
6e3omacHoCTU UH(pOpMALUK.

Kontponupyemasi 30Ha — NpPOCTPAHCTBO (TEPPUTOPUS, 3[aHUE, 4YacTh 3/aHM,
MIOMEIIIEHNE), B KOTOPOM HCKITIOUYCHO HEKOHTPOJIMPYEMOe MpeObIBaHNE MOCTOPOHHUX JIMIL, a
TaKKe TPAHCTIOPTHBIX, TEXHUUECKUX Y MHBIX MaTePUATLHBIX CPEICTB.

KonpuaeHunajabHOCTh NMEPCOHANBHBIX JAHHBIX — 00s3aTENIBHOE ISl COOIIO-
JICHUST OTIEPaTOpOM WJIM WHBIM TTOJYYMBIIMM JOCTYI K TEPCOHATBHBIM JaHHBIM JIUIIOM
TpeOOBaHHE HE JOMyCKaTb WX pacnpocTpaHeHue Oe3 corsiacusi cyObeKTa MepCOHATbHBIX
JaHHBIX WM HAJIMYWS MTHOTO 3aKOHHOTO OCHOBAHWUSI.

MeskceTeBOi IKpPaH — JIOKAIbHOE (OJIHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-
pacrnpesieieHHOe — MporpaMMHOE€  (IPOrpaMMHO-ammapaTHoe)  CPEeACTBO  (KOMILIEKC),
peam3yroliee KOHTpOoJIb 3a MH(pOpMaIMel, mocTynaroed B HWHPOPMALMOHHYIO CHCTEMY
MICPCOHAIBHBIX JJAHHBIX U (FUTH) BBIXOJSIICH U3 MHPOPMAITMOHHON CUCTEMBI.

HapymuTeinb 0€30MacHOCTH MEPCOHAJBHBIX MAAHHBIX — (QU3MUYECKOE JIHIIO,

cnyqaﬁHo Wi TPCAHAMCPCHHO COBCPIIAIOIICC I[CﬁCTBPIH, CIICACTBUCM KOTOPBIX ABJLICTCA



HapyllleHHe Oe30MacHOCTH TEePCOHATBHBIX JAaHHBIX IPU KX O0paboTKe TEXHUYECKUMHU
CpelcTBaMU B MH(POPMALTMOHHBIX CUCTEMAaX MEPCOHATTBHBIX JTAHHBIX.

HeaBTomaTn3npoBaHHasi 00padoTKa MEePCOHAJBbHBIX JaHHBIX — 00paboTka
MEPCOHANBHBIX JTaHHBIX, COJIEPKAIIUXCS B MH(DOPMAIMOHHOW CUCTEME MEPCOHATBHBIX
JaHHBIX JIMOO W3BIIEYEHHBIX W3 TAKOM CHUCTEMBI, CUMTAETCS OCYLIECTBIECHHOU O3
UCIIOJIb30BaHUSI CPEACTB aBTOMATU3AIMU (HEAaBTOMATU3UPOBAHHOM), €Clid TakKue
NEUCTBUSI C MEPCOHAIBHBIMU  JAaHHBIMM, KaK HCIOJb30BaHUE, YTOYHEHHE,
pPaclpOCTPAHEHUE, YHUUTOKEHNE NEPCOHANBHBIX JAHHBIX B OTHOUIEHWHM KAaXKJIOTO W3
CyOBEKTOB NMEPCOHANBHBIX JAHHBIX, OCYIIECTBISAIOTCS IPU HEMOCPEACTBEHHOM YYaCTHH
YEJI0BEKA.

HenexknapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJIBHBIE BO3MOXHOCTU CPENICTB
BBIUMCIIUTENBHON TEXHUKH, HE OINMCAHHBIE WM HE COOTBETCTBYIOIIME ONHCAHHBIM B
JOKYMEHTALINH, npu UCTIOJIb30BAHNN KOTOPBIX BO3MOXKHO HapyLIEHUE
KOH(UICHIIMATBHOCTH, JOCTYITHOCTH WU LIEIOCTHOCTH 00pabaThiBaeMOl HHPOPMALIHH.

HecaHKunoHMPOBaHHBIN A0CTYNl (HECAHKIMOHMPOBAHHbIE NEHCTBHUS) — J0C-
Tyl K MH(pOpMAaLMU WK JIEUCTBUS ¢ UH(OpMale, HapyIIaloIie MpaBuiia pa3rpaHuYCHHS
JIOCTYTIA C HWCIMOJIB30BAaHUEM INTATHBIX CPEJCTB, MPEAOCTABISIEMbIX MH(POPMAIIMOHHBIMU
CUCTEMAMU NIEPCOHANBHBIX JAHHBIX.

Hocurear nndgopmanum — Gu3nyeckoe U0 WIM MaTepUaNIbHBII OOBEKT, B TOM
yuciie (PU3MYECKOe 1oJIe, B KOTOPOM MH(OpMALIUST HAXOIUT CBOE OTPAKEHHE B BUIIE CUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHUI U MPOIIECCOB, KOIMUECTBEHHBIX XapaKTEPUCTUK
(bU3UYECKUX BEJIMYHUH.

O0e3MunBaHue NMEPCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3YJIbTATE KOTOPBIX
CTAaHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BaHMS JOMOJHUTENbHOW WH(MOpMAIIU
ONpEJENUTh TPUHAICKHOCTh MEPCOHANBHBIX JIaHHBIX KOHKPETHOMY CYOBEKTY
MIEPCOHAIbHBIX TaHHBIX.

OO0padoTka mnepcOHAJBbHBIX JaHHBIX — J00oe JelcTBue (omeparusi) WiIu

COBOKYIIHOCTB HCﬁCTBHﬁ (onepaum‘/’l), COBCpHIACMBIX C HCIIOJIb30BAHUCM CPCACTB



aBTOMaTH3aluu Wik 0e3 MCIOIb30BaHMs TaKUX CPEACTB C MEPCOHATBHBIMH JTaHHBIMH,
BKJIfouasi cOOp, 3amuch, CHCTEMAaTH3allMI0, HAKOIUJICHWE, XpaHCHHE, YTOYHCHHE
(oOHOBNICHME, M3MEHEHHE), H3BJICUCHUE, UCTIOIB30BaHUE, TIepeaady (pacipocTpaHeHHE,
MpeoCTaBIeHUE, J0CTyI), 00e3IMunBanne, OJIOKUPOBAHUE, yAaJeHUE, YHUUYTOXKEHUE
MIEPCOHAJILHBIX JTAHHBIX.

OO01meaocTynHble NMEePCOHATbHBIE JaHHbIE — TIEPCOHANBHBIC JaHHBIC, JTOCTYI
HEOTPAaHUYCHHOTO Kpyra JHIl K KOTOPHIM TMPEJOCTABICH C COTJIacusi CyOBeKTa
MEPCOHANBHBIX JaHHBIX WKW Ha KOTOPBIE B COOTBETCTBHHU C (heepaTbHBIMH 3aKOHAMHU
HE paclpocTpaHseTcs: TpeOoBaHKUE COOM0IeHUS KOHPUICHIINATHHOCTH.

Oneparop (MEepPCOHAJBHBIX JAAHHBIX) —  TOCYIapCTBCHHBIM  OpraH,
MYHUIIATIATBHBIA OpraH, IOpUANYECKOe WK (PU3MYecKoe JIMI0, CAMOCTOATEIBHO WIIH
COBMECTHO C JIPYTMMH JIUIIAMH OpPraHU3YIONKe W (WJIU) OCYIIECTBISIONINE 00paboTKy
MEPCOHANBHBIX JAaHHBIX, a TaKXe OMpEeNeNsIoImue Ield 00paOOTKH TMEePCOHATBHBIX
JaHHBIX, COCTAaB TMEPCOHAJBHBIX JAHHBIX, MOJJeKammx o0paboTke, AeHCTBUS
(omepanum), coBepiiaeMbie ¢ IEPCOHATBHBIMH TaHHBIMH.

Texnuveckue cpeacTsa HHGOPMAUOHHOM CHCTEMbI NEPCOHAJTBHBIX TAHHbIX
— CpeICTBa BBIYUCIUTEILHON TEXHHKH, WH()OPMAIMOHHO-BBIYHMCIUTEIFHBIC KOMIUICKCHI H
CEeTH, CPEJICTBa M CHUCTEMBI Iepenayu, npuema u oopadotku [IIH (cpeacTBa U CHCTEMBI
3BYKO3AIMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOM3BEICHMS, TEPETOBOPHBIE W TEJICBU3MOHHEIC
YCTPOMCTBA, CPEICTBA M3TOTOBJICHUS, THPAKUPOBAHMUS JOKYMEHTOB U JIPYre TEXHHUYECKHES
cpencTBa 00pabOTKU peyeBOid, rpadMuecKoid, BUIe0- U OyKBEHHO-IIM(POoBOM HMH(POpMAIUK),
MpOrpaMMHBIE Cpe/ICTBa (OTepaIlMOHHbIE CUCTEMBI, CUCTEMBI yTIpaBJeHHsl 0a3aMu JaHHBIX U
T.IL.), CPEZICTBA 3AIUTH MH()OPMAIIUH, IPIMEHSIEMbIE B MH()OPMAITMOHHBIX CHCTEMAX.

IMepexBaT (mHopManmuu) — HEMPaBOMEPHOE TOTyYeHHUE HH(DOPMALMH C HC-
MOJIb30BAaHUEM TEXHHUYECKOTO CPE/ICTBA, OCYIIECTBISIIOIIET0 OOHApYXKEHHE, MPUEM H

00paboTKy HH()OPMATUBHBIX CUTHAJIOB.



IlepconajibHble daHHBbIE — JIF00as WHGOpPMAIMS, OTHOCAIIASICS K TPSMO WU
KOCBEHHO OIPE/ICICHHOMY WM OIpeAeiasieMoMy (Qu3ndeckoMmy Juny (CyOBbekTy
MePCOHATBHBIX JIAHHBIX);

Ilo0ouHbIE 3JIEKTPOMATHUTHBIE U3JIYYeHHs] M HABOJAKHM — DJIEKTPOMAarHUTHbIE
W3JIyYCHUSI TEXHUYECKUX CpPEACTB 00paboTku 3amuinaeMoi uHGOpMAIMK, BO3HU-
Kalolue Kak MOOOYHOE SIBJICHHE M BBI3BAHHBIC JJICKTPUUYECKUMHU CHUTHAJIAMH, JCH-
CTBYIOIIIMMHU B UX JJIEKTPUYECKUX W MArHUTHBIX IEMSAX, a TaKXKe AJICKTPOMArHUTHbBIC
HABOJIKM 3THX CUTHAJIOB Ha TOKOMPOBOIAIINE JTUHUHU, KOHCTPYKIIUU U IEMU MUTAHUS.

IMonuTKA «YHUCTOr0 C€TOJA» — KOMIUICKC OPraHU3AIMOHHBIX MEPONPUSITHUH,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3alUChIBAHHS Ha OyMaKHbIE HOCUTEIW KIIOUeH u
aTpuOyTOB JocTyNa (Maposeil) u XpaHeHus: uX BOJIU3H 00BEKTOB JOCTYIIA.

IMonb3oBaTeib MH(OPMANMOHHONH CHUCTEMBI MEPCOHATBbHBIX JaHHBIX — JIUIIO,
ydacTBywoIiee B (YHKIMOHUPOBAHUM WH(OOPMAIIMOHHONW CHUCTEMBI TMEPCOHATBHBIX
JAHHBIX WX UCTIOJB3YIOIIee PE3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IlpaBuia pa3rpaHuyYeHusi JOCTYyNAa — COBOKYIHOCTh MpaBUJI, PErIaMEHTH-
PYIOIIMX IpaBa A0CTyNa CyOBbEKTOB JOCTyIa K 00bEKTaM JA0CTyMA.

IIporpammHas 3akjagka — KOJ MPOrpaMMbl, TMPEIHAMEPEHHO BHECEHHBIH B
porpaMMy ¢ IEJbI0 OCYIIECTBUTh YTEUYKY, HW3MEHUTb, OJOKUPOBATH, YHUUTOXKUTH
HHpOpMALMIO WIM YHUYTOXKHUTh U MOAUPUIMPOBATH MPOTPAMMHOE OOecIeueHue
MH()OPMAIIMOHHON CUCTEMBbI IEPCOHANIBHBIX IAHHBIX U (WJIM) OJIOKHMPOBATH anmapaTHbIe
CpeJICTBaA.

IIporpamMHoe (MPpOrpaMMHO-MAaTeMAaTH4YeCK0e) BO3AeiiCTBMEe — HECAHKIHO-
HHUPOBAaHHOE BO3JICHCTBHE HA pPecypchl aBTOMATH3UPOBAHHOW HWHGOPMAIIMOHHON
CHUCTEMBI, OCYIIIECTBIISIEMOE C UCIIOIb30BAaHUEM BPEJOHOCHBIX IIPOTPaMM.

PackpbiTHe mNepCOHANBHBIX [JAaHHBIX — YMBIIUICHHOE WM CclydaiiHOe
HapylieHrue KOHPUACHIIMATbHOCTH MEPCOHANIBHBIX JTaHHBIX.

PacnpocTpaHenue mnepcoOHAJbHBIX JAHHBIX — JEHCTBUS, HaIlpaBJCHHBIE Ha

PACKPBITHC TICPCOHAJIBHBIX HAHHBIX HCOIIPCIACIICHHOMY KPYT'Y JINII.
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Pecypc uH(poOpMANUMOHHON CHUCTEMBbI — WMEHOBAHHBIA BJIEMEHT CUCTEMHOTO,
MPUKIAJHOTO WM almapaTHOro odecrneueHus (YHKIUOHUPOBAHUS HH(POPMALIMOHHOM
CHCTEMBI.

CrnenuajibHble KATETOPUHU NMEPCOHATBHBIX JAHHBIX — [IEPCOHAJIBHBIE JTaHHbIE,
Kacarollliecsi pacoBOM, HAIMOHAJIBHOW MPUHAIJIEHKHOCTH, IMOIUTUYECKUX B3IJIANIOB,
PENUTrUO3HBIX UK (HUI0cOPCKUX YOk ACHUMN, COCTOSHUS 310POBbSl U UHTUMHOM JKU3HU
CyOBbEKTa MepCOHANbHBIX JIAHHBIX.

CpeacrBa BbIYMCINTEIbHOW TEXHMKHM — COBOKYIHOCTH NMPOTPAMMHBIX M TEX-
HUYECKUX DJIEMEHTOB CHCTEM OOpaOOTKM JIaHHBIX, CHOCOOHBIX (DYHKIIMOHMPOBATH
CaMOCTOSITEJIbHO WM B COCTaBE IPYTUX CUCTEM.

Cy0bekT goctyna (cy0ObeKT) — JMIO WIA TPOLECC, JACHCTBUS KOTOPOTO Per-
JTAMEHTHUPYIOTCS TPaBUJIaMH pa3rpaHUYCHHS JOCTYIIA.

Texunueckuil KaHajJ yTe4KM HHGOpPMAUUM — COBOKYIIHOCTb HOCUTENS WH-
dopmaruu (cpeactsa 00paObOTKH), (PU3UUECKON Cpeibl pacripocTpaHeHHss HHHOPMATUBHOTO
CUTHAaJIa U CPECTB, KOTOPHIMU JTOOBIBAETCS 3allUIliaeMast HH(OpMaIusl.

TpancrpanuyHas mepegadya NEpPCOHAJBbHBIX JaHHBIX —  Iepeaada
MIEPCOHANBHBIX JAHHBIX ONEpaToOpoM uepe3 l'ocymapcTBeHHyro rpanully Poccuiickoi
@denepad OpraHy BIACTU HMHOCTPAHHOTO TOCYIapcTBa, (U3MYECKOMY WM
IOpPUINYECKOMY JIMIY MHOCTPAHHOI'O FOCY/1apCTBa.

Yrpo3pl 0€30MaCHOCTH MEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBHM H
(axkTopoB, CO3MAIOIIMX OMNACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM 4YHCJE CIIy4ailHOTro,
JOCTyNa K TEPCOHAIBHBIM JIAaHHBIM, PE3YJBTATOM KOTOPOrO MOXKET CTaTh YHHUUYTO)KEHHE,
W3MEHEHUE, OJIOKMPOBAaHHE, KOMMPOBAHUE, PACHPOCTPAHEHUE MEPCOHATBHBIX JAHHBIX, a
TAK)KE€ MHBIX HECAHKIMOHUPOBAHHBIX ICHUCTBUM MpH UX 00paboTke B MH(POPMALMOHHOM
CHCTEME NEPCOHAIBHBIX JAHHBIX.

YHUYTOXKEHNE MEePCOHAJbHBIX JAHHBIX — JICUCTBUS, B pE3yibTaTe KOTOPBIX

CTAaHOBUTCA HCBO3MOKXHBIM BOCCTAHOBUTL COACPIKAHHUC TICPCOHAJIBHBIX HOAHHBIX B
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MH(OPMAIMOHHONW CUCTEME MEPCOHANbHBIX JNAaHHBIX U (WJIH) B pe3yjibTaTe KOTOPBIX
YHUUTOKAOTCSA MaTEpUAIbHbIE HOCUTEININ IEPCOHAIIBHBIX JaHHBIX.

Yreuka (BammmaeMoi) uHGOpMANMUA MO TEXHHYECKHM KaHAJaM — HEKOH-
TPOJIUPYEMOE pacCIIpOCTPaHEHHE UH(POPMALIMK OT HOCHTEIS 3allMIaeMoi nH(popMalu yepes
bu3MyecKy0 cpely 10 TEXHHYECKOr0  CpENCTBA,  OCYIIECTBISIOUIETO  IepexBaT
uH(popMaImm.

Ya3BUMOCTBh — cJ1a00CTh B CPEJCTBAX 3ALIUTHI, KOTOPYIO MOXHO HCHOJIL30BATh IS
HapyIIEHHs CUCTEMbI WM COJepIKalLieiics: B Hel MHpOpMaIHK.

HenocTHocTh HHpOPMANMH — CIIOCOOHOCTH CPEACTBA BBIYUCIUTEIBHON TEXHUKU
WM aBTOMATU3UPOBAHHON CHUCTEMBI 00ECTICUMBATH HEM3MEHHOCTh MH(POPMALIUK B YCIIOBHUSIX

CITy4aliHOTO W/WJIH MPETHAMEPEHHOT'0 UCKaXKEHUsI (pa3pyIleHHs ).



OBO3HAYEHUSA U COKPALIEHUA

ABC — aHTUBHpYCHBIE CPEACTBA

APM — aBTOMaTH31pOBaHHOE paboyee MECTO

BTCC — BcrioMoraresbHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCIIIH — uHpOpMaIMOHHAS CUCTEMA MEPCOHAIBHBIX TAHHBIX
Nb — uadopmarmonHas 6€30macHOCTh

K3 — konTpommpyemas 30Ha

JIBC — nokanbHast BBIYMCIIUTENBHAS CETh

MDD — MexceTeBOM dKpaH

HC/] — HecaHKIIMOHUPOBAHHBIN JOCTYI

OC — oniepaniioHHas cucTema

[1/1H — nepcoHaIbHBIE TAHHBIE

IIMB — nnporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

[1O — nporpammHoe o0ecrieueHue

[I3MUH — no6ounble 3eKTpOMar HUTHbIE U3Ty4eHHUs U HABOJIKU
CA3 — cucrema aHanm3a 3alIUIICHHOCTH

C3U — cpeacTBa 3auuThl HHGOpMALIUU

C3I1dH — cuctema (mMoacucTemMa) 3aliuThl IEPCOHATBHBIX JAHHBIX

COB — cucrema 0OHapyKeHUS BTOPKEHUI
TKYU — TexHuueckue kaHabl yTeUKU HHPOpMAITUU

VYBIIJIH — yrpo3sl 0€30MacHOCTH IEPCOHATBHBIX JAHHBIX

12
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BBEJAEHHUE

Hacrosimee Ilonokenne 00 opranm3anmuu U oOecrneuyeHUH HWH(OOPMAIMOHHON
Oe3omacHOCTH B (enepallbHOM TOCYJapCTBEHHOM OIO/KETHOM 00pa3oBaTeIbHOM
yUpSXKICHHH BBICIIEro  oOpazoBaHus  «CeBepo-KaBka3ckuii  ToCymapCTBEHHBIN
WHCTUTYT HUcKyccTB» (mamee — Ceepo-KaBka3ckuii rocyqapCTBEHHBIM WHCTUTYT
UCKYCCTB), SIBIIICTCS O(HIIMAIBHBIM JOKYMEHTOM, B KOTOPOM OIpe/eicHa CUCTeMa
B3IJISIOB Ha obOecrneueHne uHpopMannoHHOW OezomacHocTd B CeBepo-KaBkazckom
rOCy/IapCTBEHHOM MHCTUTYTE UCKYCCTB.

Heob6xomumocte  pa3pabotku  [lomokeHuss  0OyciOBIieHA  CTPEMUTEITHHBIM
pacmpeHreM cdepbl TPUMEHCHHS HOBEWIINX WHOOPMAIMOHHBIX TEXHOJIOTHH U
nporeccoB B CeBepo-KaBka3ckoM ToCYJapCTBEHHOM HMHCTUTYTE HMCKYCCTB, IIPH
00paboTke uH(pOpMaIuK BOOOIIIE, ¥ IEPCOHATIBHBIX JTaHHBIX B YaCTHOCTH.

Hacrtosmee [lonoxenne onpenenseT OCHOBHBIE IIETH U 3aJa4H, a TakKe OOIIyIo
CTPATEruI0 TOCTPOCHUS CHCTEMBI 3alTuThl iepcoHanbHbIX JaHHbIX (C3I11H) B CeBepo-
KaBka3ckoM TOCYIapCTBEHHOM HWHCTUTYTe HMCKycCTB. llojokeHHe ompenenser
OCHOBHBIE TpeOOBaHHMS W 0a30BBIC IMOAXOJbI K WX pEaU3alMH, IS JOCTHKCHUS
TpeOyeMoro ypoBHs 0€301acHOCTH UH(POPMAIIUH.

[TomoxeHue pa3pabOTaHO B COOTBETCTBHM C  CHUCTEMHBIM IOJIXOJIOM K
obecniedeHnto nHMOpManMOHHON Oe3zomacHOCTH. CHUCTEeMHBIH TOIXOJ Tpernoaraet
NPOBEJCHHE KOMIUIEKCA  MEPONPHUATHH, BKIIOYAIOIIMX  HCCIEIOBAaHHE  YIpo3
UH()OPMAITMOHHON O€30MacHOCTH M pa3pabOTKy cucTeMbl 3ammuThl [1/IH, ¢ mo3uiuun
KOMITJIEKCHOTO TPUMEHEHUS TEXHUYCCKUX M OPTaHHM3aI[MOHHBIX MEP M CPEICTB
3aIUTHI.

[Ton wHpOpManmoOHHON Oe3omacHOCThI0 IIJ[H TOHHMMAaeTCs 3aIUIICHHOCTH
MEPCOHANILHBIX JIAHHBIX W oOpalaThBafoIeld WX HWHPPACTPYKTYpPE OT JIFOOBIX
CIIyYaiiHBIX WJTH 3JIOHAMEPCHHBIX BO3ACHCTBUM, pe3yJbTaTOM KOTOPBIX MOXKET SIBUTHCS
HaHeceHue Yymiepba camoil wHbopmainuu, ee BianenabiaMm (cyobektam I[1IH) wim

uHppacTpykType. 3agaun HHGOPMALIMOHHON 0€30MaCHOCTH CBOJATCA K MUHUMU3AIUU
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yiepba OT BO3MOXHOM peanuzauuu yrpo3 OesomacHoctu II/IH, a Takxke K
MIPOTHO3UPOBAHUIO U MPEIOTBPALIEHUIO TAKUX BO3JAECHCTBHIA.

[TonoxeHue Cay>KUT OCHOBOM i pa3pabOTKKM KOMIUIEKCA OpTraHU3alMOHHBIX U
TEXHUYECKUX Mep 1o obecrnedyeHuto uHPopManroHHoN Oe3omacHoctd B CeBepo-
KaBka3zckoM TroCyl1apCTBEHHOM HWHCTHTYTE HCKYCCTB, a TaKX€ HOPMATUBHBIX H
METOJMYECKHX JTOKYMEHTOM, 00€CIEeUMBAIOIIMX €€ peaju3alliio, U He MPEeoiaract
nmoAMEHbl (DYHKIMHA TOCYJapCTBEHHBIX OpraHoB Biactu Poccuiickoit denepanuw,
OTBEUAIOIINX 3a oOecrieueHne 6€30MacHOCTH MH(POPMALIMOHHBIX TEXHOJIOTUN U 3alUTy
uH(popMaIu.

[lonoxeHue ABIAETCS METONOIOTHYECKON OCHOBOM JJIA:

— (opMHUpOBaHHUA U MPOBENCHUS €IMHON MOJUTUKHU B 00JaCTH 0OecTieUeHHUsI
o6e3zonacHoctu B CeBepo-KaBka3zckoM rocygapcTBEHHOM HMHCTHUTYTE
HCKYCCTB;

— TPUHATHUS YIPABICHUYECKUX PELICHUN U pa3pabOoTKU MPaKTUYECKUX MEp MO
BOIUIOUIEHUIO TOJUTUKHM Oe3omacHocTu [IJ[H u BeIpabOTKM KOMIUIEKca
COTJJACOBAHHBIX MEp HOPMAaTHUBHO-IIPABOBOr0, TEXHOJOTHYECKOIO H
OpraHM3alMOHHO-TEXHUYECKOI0 XapaKTepa, HAIIPaBJIECHHBIX Ha BbISBIICHHUE,
OTPaXKCHHE M JUKBUIALMIO IMOCIEACTBUNA pEAIM3AUNUUA PA3IUYHBIX BHUIOB
yrpo3 I1/1H;

— KOOpDAMHALMU JIEATENIBHOCTH CTPYKTYpHBIX moapa3aeneHuid  Cesepo-
KaBka3ckoro rocyaapcTBEHHOrO HWHCTUTYTa HUCKYCCTB IIPU INPOBEICHUU
pa6oT no pazsutuio u 3Kkcrryatanuu UCIIIH ¢ cobmoaenueM TpeboBaHUM
obecrieueHus 6e3onacHocTH I1/1H;

— pa3pabOTKU  MPEeMIOKEHUH 1O  COBEPIICHCTBOBAHUIO  IPABOBOIO,
HOPMAaTUBHOIO0, METOJMYECKOr0, TEXHUYECKOT0 M OPraHU3allOHHOIO
ob0ecrieuenusi Oe3zonmacHoct Il B HCIIAn Cesepo-KaBkasckoro

rocyaapCTBCHHOTO MHCTUTYTA UCKYCCTB.
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[IpaBoBoii 6a30i s pa3paOOTKU HACTOSIIETO MOJOXKEHUS CIIyX,aT TpeOOBaHUS
JNEUCTBYIOIIMX B PoccMM 3aKOHONATENBHBIX M HOPMATUBHBIX JOKYMEHTOB IO

obecrieueHuIo0 0€30MacHOCTH epCOHANBHBIX JaHHbIX (IT/1H).



16

1 OOmmume moJ1oKeHus

C3I1dn nmpeacTaBisieT coO0N COBOKYNMHOCTh OPTaHU3ALMOHHBIX M TEXHUYECKUX
MeponpusaTuid ass 3auuThl [1J[H OT HempaBOMEPHOro WM CIy4aHOTO JIOCTYTa K HUM,
YHUUTOXXEHUS, U3MEHEHUs, OJOKUPOBAaHMS, KOMUpOBaHUs, pacrpoctpaHeHus I1J[x, a
TaK)K€ MHBIX HEIPAaBOMEPHBIX ACHCTBUN C HUMHU.

be3omacHOCTh NEpCOHATBHBIX JAHHBIX JOCTUTAETCA NYTEM HCKIIOUYEHHS
HECAaHKIIMOHUPOBAHHOTO, B TOM UYHKCJIE CIIyYalHOT0, IOCTYIAa K IEPCOHATBHBIM JTaHHBIM,
pE3yNbTaTOM KOTOPOIO MOKET CTaTh YHUYTOKEHHE, W3MEHEHHE, OJIOKHMpOBaHUE,
KOIMPOBaHUE, pacHpOCTpaHEHUE MEPCOHAIBHBIX JAHHBIX, a TaKKe HMHBIX
HECAaHKIIMOHUPOBAHHBIX JACHCTBUH.

CtpykTypa, COCTaB U OCHOBHbIC ()YHKIIMH TEXHUYECKUX M OpPraHU3aIlMOHHBIX
meponpusituii C3II[IH omnpenenstoTcss UCXOAsS M3 YpPOBHS 3alMIIEHHOCTH (KJacca)
UCII[IH, ycTaHOBIEHHOTO B COOTBETCTBUM C TpeboBanusimu [locTaHoBIEHUS
[IpaButenscTBa Ne 1119 ot 1 Hosi6pst 2012 r., npukaza @®CTIK Poccun Ne 17 ot 11
despansg 2013 r., nmpukaza @CTIK Poccun Ne 21 ot 18 deBpans 2013 r., a Takxke B
COOTBETCTBUMU C TpeboBanusimu [loctanoBnenus IlpaBurensctBa Poccuiickoit
Oeneparun Ne 687 «O06 yrBepxknenun I[lonoxxeHuss o0 0CoOEHHOCTIX 00pabOTKU
NEPCOHANBHBIX  JIAHHBIX,  OCYIIECTBIsAeMOW  0€3  HCIOJb30BaHUSA  CPEICTB
apromatuzauun». C3I1/IH BKiIOYaeT opraHn3alioOHHbIe MEPhl U TEXHUYECKUE CPEICTBA
3alUThl UHPOPMALMK (B TOM uucie MU@poBalibHbIE (Kpuntorpadguyeckue) cpecTna,
CpelICTBA MPEOTBPAIllCeHHs] HECAHKIIMOHUPOBAHHOTO JIOCTYIA, YTeUKH UH(OPMAIUH 10
TEXHUYECKUM KaHajaM, IpPOrpaMMHO-TEXHUYECKUX BO3ACHCTBUH HAa TEXHUYECKUE
cpenctBa oOpabotku [1/IH), a Takke HCHONIb3yeMble B HWH(GOPMAIIMOHHOW CHUCTEME
MH(OPMAIMOHHBIE TEXHOJIOTUH.

OTu Mephbl IPU3BaHbl 00ECTICUUTD:

— KOH(MUJEHUMATBHOCTh UHPOPMALMK (3aIUTa OT HECAaHKUHOHUPOBAHHOIO

03HAKOMJICHHUS );
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— HOCJIOCTHOCTH I/IH(I)OpMaI_II/II/I (aKTyaHBHOCTb N HCIPOTHBOPCUUBOCTH
I/IH(l)OpMaI_II/II/I, ccC 3alIUIIICHHOCTH oT PaspyLICHHA )41
HCCAHKIIMOHUPOBAHHOT O I/ISMCHCHI/IH);

— JOCTYIIHOCTDH I/IH(I)OpMaI_II/II/I (BOSMO)KHOCTB 3a IIPpUCMIICMOC BpCMA

MOJIYYUTh TpeOyemMyto HHPOPMAITMOHHYIO YCIIYTY).

Cramuu co3ganus C3I1JIH BKIIIOYaOT:

— TpeANnpoeKTHas CTajaus, BKIIOYAIONIas MPEeANnpOeKTHOEe oOcIea0BaHNe
NCTIIH, pa3paboTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOIo) 3aaHus Ha
€€ CO3/IaHHE;

— CTaaus MPOEKTUPOBaHUS (pa3pabOTKM MPOEKTOB) U peaju3alud Mep
zamutel C3I1/H;

— craausa BBoja B aeicteue C3II/IH, BKItOUAIONmas ONBITHYIO SKCILTyaTalUIo
U MPUEMO-CIATOYHbIE UCTIBITAHUS CPEICTB 3alllUThl HH(POpPMAIIUH, a TAaKKe

oueHky cootrBeTcTBUsl C3I1/IH TpeOGoBanusiM 6e30nacHOCTH UH(POPMAIIUH.

OpranuzallMOHHBIE MEpbl NPEAYCMATPUBAIOT CO3JAHUE M  NOJAJEpPKAHHE
npaBoBoil 0a3pl OezomacHoctH I[IJlH u pa3paborky (BBeaeHHEe B JCHCTBUE)
npeaycmoTpeHnbix [lonutukoit nudopmannonnoit 6ezonacnoct UCIAH cneayrommx
OpraHMU3alMOHHO-PACTOPSAUTEIBHBIX JOKYMEHTOB:

— Ilnan mepornpustuit no obecneuenuto 3amuthl [1J[H npu ux obpaboTke B
NCIIH;

— [lnan MeponpusTHii MO0 KOHTPOJIO oOecreueHus 3amuthl [1/1H;

— Tlopsnok pe3sepBUpoBaHUs U BOCCTaHOBJIEHUs paborocnocobHoctn TC u
I1O, 6a3 manubx u C3U;

— JomxHocTHass ~ uHCTpykuus  aamuHuctparopa HWCIIIlH B  yactu
obecneuenus 6ezonacHoctu I1/In mpu ux odbpadorke B UCII/IH;

— JomxHocTHas MHCTpYKLMs aaMuHUCTpaTtopa O6e3omacHoctu UCII/IH;
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— JlomxHocTHas nHCTpyKuMs monb3oBarens MCIIJIH B wacTu oOecrniedueHus
6e3onacHoctu [11n npu ux odpadotke B UCII/IH;

— HHcTpyKuMs Ha ciaydaldl BOBHUKHOBEHUS BHEIITATHOU CUTYAllUU;

— MucTpykius no pazMenieHuto, 000pyJI0BaHUIO U OXpaHe MOMEUIEHUH, e
XpaHATCS MEPCOHAIBHBIC JAHHBIC, II0 XPAHEHUIO IEPCOHAIBHBIX JaHHBIX
Ha OyMaXHBIX HOCUTENSIX M TMOPAAKY paOOThl HCHOJHUTENEH ¢

MNCPCOHAJIbBHBIMHU NAHHBIMHU HA 6YMEDKH]':>IX HOCHUTCIIAX I/IH(l)OpMa]_II/II/I.

TexHudeckre Mephbl 3alUTHl PEATU3YIOTCS TPH TOMOIIM COOTBETCTBYIOIIUX
MPOTrPaMMHO-TEXHUUYECKUX CPEJICTB U METOJOB 3aIIUTHI.

[lepeyeHb HEOOXOAUMBIX MeEp 3allUThl HH(POpPMAIIMU  ONpeneseTcs o
pesyibTatam BHYTpeHHeuW mnpoBepku OeszomacHocT HWCII[In Ceepo-KaBkaszckoro

rocyaapCTBCHHOTO MHCTUTYTA UCKYCCTB.
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2 3apaum C3IIAH

OcnoBHoil nenbto C3IIJIH sBRAsSieTcs MUHUMU3ALMS yiiepda OT BO3MOXHOM

peanuzanuu yrpo3 6ezomnacHoctu [1J1H.

Jlist

JOCTIDKCHHUS OCHOBHOM 1eaM cuctemMa Oe3omacHoctH IIJlH  mommkHa

oOecrnieunBatTh 3(hPEeKTUBHOE PEIlICeHHUE CASAYIOIINX 3a/1ay:

— 3allUTy OT BMeIlIaTenbcTBa B mpouecc ¢yHkuuonuposanus WCIIAH

MOCTOPOHHMX JHI (BO3MOkHOCTh Mcnoab3oBanust UCII[IH u noctyn k ee
pecypcaM JOJDKHBI UMETh TOJBKO 3apETUCTPUPOBAHHBIE YCTAHOBJICHHBIM
MOPSIIKOM TI0JIB30BATEIIN );
pasrpaHUyeHue  JOCTyIla  3apErMCTPUPOBAHHBIX  IIOJIB30OBATEIEH K
anmapaTtHbIM, NporpaMMHbBIM W HHpopmMarmonHbiM pecypcam MCIIIn
(BO3MOHOCTb JJOCTYIIA TOJIBKO K TEM pecypcaM U BBIMOJIHEHUS TOJBKO TeX
ornepauuii ¢ HUMH, KOTOpbleé HEOOXOIWMbI KOHKPETHBIM IOJIb30BATEISIM
UCII[lH nsis BBINOJIHEHHUS CBOUX CIYKEOHBIX OOS3aHHOCTEH), TO €CTh
3alIUTy OT HECAHKIIMOHUPOBAHHOTO OCTYIIA:

a) k unpopmanuu, nupkynupyromeit B UCII/IH;

0) cpencrBam BerunciutenbHou Texuuku UCII/IH;

B) ammapaTHbIM, MPOTPAMMHBIM U KpUNITOrpahUUIeCKUM

cpeacTBaM 3aluThl, ucnojb3dyeMbiM B UCII/IH;

perucTpanulo  JEUCTBUM  IIOJB30BATEJIEd  IPU  HUCIOJIb30BAHUU
3amumaemMeix  pecypcoB  HMCIIJIH B CHCTEMHBIX KypHallaX H
[IEPUOJIUYECKUN KOHTPOJIb KOPPEKTHOCTH JEUCTBUM IOJIb30BATEIICH
CHUCTEMBI IIyTEM aHAIU3a COACPKUMOI0 ITUX KYPHAJIOB;
KOHTPOJIb 1eJIOCTHOCTH (00ecreueHne HEM3MEHHOCTH) CPe/Ibl MCTIOHEHHUS
IIPOIPAMM U €€ BOCCTAaHOBJICHUE B ClIyyae HapyLICHUS,
3allUTY OT HECAHKIMOHUPOBAHHOW  MOAM(PUKALIUU U  KOHTPOJIb
uenoctHocTH ucnoiyib3yembix B MCII/IH mporpaMMHBIX CPENCTB, a TaKXKe

3aIUTy CUCTCMbI OT BHCAPCHUA HCCAHKITMOHHUPOBAHHBIX IIPOTPAMM;
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3amuty IIJIH OT yTeuku Mo TEXHUYECKMM KaHajlaMm Ipu ee o0padoTke,
XpaHEHMHU U IIepelade o KaHaJIaM CBS3HU;

samuty I1JIH, XpaHumMo#, o6pabaTeiBaeMOi U TepegaBaeMoM MO KaHajaaM
CBSI3M, OT HECAHKLIIMOHUPOBAHHOI'O PA3IJIALICHUS WX UCKAKECHUS;
o0OecrieyeHUe  KMBYYECTH  KpUNTOrpaUyYECKUX  CPEICTB  3aIUTHI
uH(GOpMaIUU IPU KOMIIPOMETAIIMU YaCTH KIIOYEBOM CUCTEMBI;
CBOEBPEMEHHOE BBISIBIICHHE HWCTOYHHMKOB Yrpo3 Oe3omacHoctd [1][H,
NPUYMH U YCIIOBUM, CIMOCOOCTBYIOIIMX HAHECEHHIO ylepba cyObekTam
II/IH, co3maHue MexaHuW3Ma OIEPATUBHOIO pPEArdpoOBaHUS Ha YIPO3BI
O0e3onacHoctH I1/[H 1 HeraTuBHEIC TCHIACHIINM;

CO3/1aHME YCIIOBUM [UId MHMHUMM3ALUMM U JIOKAIM3AaLUMU HAHOCHUMOI'O
yiepba HempaBOMEPHBIMU JEHCTBUSAMH (GU3HUECKUX U IOPUAMYECKUX JIUII,
ocia0JieHHe HEeraTUBHOIO BJIMSHUS M JIMKBUJAUUS  TOCIEACTBUUN
Hapyuienus 6ezonacHoctu [1/]H;

o0opyAOBaHME M OXpaHa TMOMEIICHWH, TAe XpaHITCS MepPCOHATbHBIC
JAHHBIC;

coOJI0/IeHne TOopsAJIKa XpaHEHUs MEPCOHAIBHBIX JaHHBIX HAa OYMa)KHBIX
HOCHUTEIISIX;

COOJII0JIEHNE TOpsAJKA XpaHEHHs KIIOYed OT MOMEUICHUH TJe XpaHATCS
[1/11 Ha OyMakKHBIX HOCUTEIISX;

coOJII0/IeHUE MOPsiAKa pabOThl UCTIOIHUTENEH C IEPCOHATBHBIMU JTAHHBIMU

Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(i)OpMaLII/II/I.
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3 OO0BLEeKTHI 3aIIUTHI

Ilepeyenb HHPOPMALMOHHBIX CUCTEM
B CeBepo-KaBka3ckoM rocynapCTBEHHOM HMHCTHUTYTE HCKYCCTB MPOU3BOIMUTCS

0o0paboTKa TMEpPCOHANbHBIX JaHHBIX B HMHPOPMALMOHHON cucTeMe 00pabOTKU
nepcoHanbHbIX JaHHbIX (UCII/IH).
[lepeuenr UCII[IH ompenenserca B mpolecce padOThl KOMUCCHH, 1O HUTOTaM

paboT KoTOpo# coctaBisiercs akT kiaccupukanuu UCITJIH.

IlepeyeHb 00HEKTOB 3aAIUTHI
OObexTaMu 3aluThl ABISAIOTCS — MH(popMmanus, oOpadatsiBaemas B MCIIH, u

TEXHUYECKHE CcpelncTBa ee 00paboTku M 3ammuThl. CHUCOK TEPCOHANBHBIX TaHHBIX,
MoJIJIeKaIIe 3amuTe, onpeneieH B llepeyHe mepcoOHANBHBIX MAaHHBIX, MOIEKAIIUX
zammte B UCIII.
OOBEKTHI 3aIIUTHI BKIIOYAIOT:
1. OO0pabaTeiBaemasi nHGOpMAIHS.
Texnonmoruveckass HHPOpPMAIHSL.
[IporpaMmmMHO-TEXHUYECKHE CPEACTBA OOPAOOTKH.

2

3

4. Cpencrtsa 3amuThl [1/1H.

5. Kanansl uHpopMarimoHHOro oOMeHa U TEJIEKOMMYHHKAIIHH.
6

OOBEKTHI U MOMENIEHUS], B KOTOPBIX pazMenieHbl komnoHneHTsl UCII/IH.
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4 Kaaccupukauus noan3oarteseid UCIIAn

[Tonb3oBatenem MCII[AH siBnsiercs nuio, ydacTByiollee B (YHKIMOHUPOBAHUU
MH(OPMAIIMOHHONW CUCTEMBI MEPCOHAIBHBIX JAHHBIX WM HUCMOJIb3YIOLIEE Pe3yJbTaThl
ee pynkunonupoBanus. [lons3zoBarenem UCII/n sBnsiercs moboit cotpyanuk Cesepo-
KaBka3ckoro rocy1apcTBEHHOTO MHCTUTYTa UCKyccTB, uMeromuil goctyn k UCIIIH u
€e pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM NOPSAIKOM, B COOTBETCTBHHU C €rO
(GyHKUMOHATBHBIMUA 00SI3aHHOCTSIMH.

ITonw3oBarenu UCII/IH nendarcs Ha TpU OCHOBHBIE KATETOPHH:

AJMUHACTPATOD MHGOOPMAITMOHHON 0€30IIaCHOCTH.

Corpynnauku CeBepo-KaBKa3ckoro rocy1apcTBEHHOTO MHCTHTYTAa MCKYCCTB, KOTOpBIE
3aHMMAIOTCS HACTPOMKOM, BHEJAPEHHWEM W COINPOBOXKIECHUEM CHUCTEM O€30MacCHOCTH.
Anmunuctparop Ub obnanaer cienyonmM ypoBHEM OCTYIIA:
— oOmamaer moJHOM uHpOpMaIUMed O CHUCTEeMHOM U  MPUKIAJTHOM
nporpamMmmHoM obecnieuernnu UCIIIH;
— oOmamaeT TmoONMHOW wWH(poOpMalMed O TEeXHUYECKUX CpeACTBaxX W
koHpurypauuu UCII1H;
— UMEeT JO0CTYN KO BCEM TEXHUYECKHM CpEJCTBaM 00pabOTKU MHPOpMALUU
u nanabiM UCTIIH;
— He oOiagaeT mpaBaMU KOH(PUTYPUPOBAHHS W  aIMUHUCTPATUBHOMN
HacTpoilku Texunueckux cpeacts UCII/H.

Anmuauctparop MCITH.

Corpynauku CeBepo-KaBKka3ckoro rocyaapCTBEHHOIO HMHCTUTYTa HCKYCCTB,
KOTOpbIE 3aHUMAIOTCS COMPOBOXKICHUEM MPOTPAMMHOI0 00ECTICUECHHUS.
Anmvunnctpatop UCIIIx obnanaer cieayomuM YpoOBHEM JIOCTyA:
— oOnagaer wuHpopmanueil o0 anropuTMax M Inporpammax oOpabOTKH
unpopmanuu Ha UCII/IH;
— oOnagaeT BO3MOXKHOCTSMHU BHECEHUS OIIMOOK, HEIEKJIapUPOBAHHBIX

BO?;MO)KHOCTCﬁ, MNpOorpaMMHBIX 3aKJIaJJ0K, BPCAOHOCHBLIX TIIpOrpaMM B
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nporpammHoe obecnieuenne MCII/In Ha cTaguu ee pa3pabOTKu, BHEIpEHUS
U COIIPOBOXKJICHUS;

— MOXET pacrojararb JOO0bIMH (pparMeHTaMu WH(OPMAIMU O TOIOJOTUU
UCIIlH u TexHu4yeckux cpeicTBax o0pabotku u 3amutbl [1JIH,
obpabareiBaembix B UCII/IH;

— oOnagaeTr mpaBaMu KOH(GUTYPUPOBAHUS U aJMUHUCTPATUBHOM HACTPOUKHU
texHuyeckux cpencts UCIIIH.

Onepatop UCII/H.

Corpynauku  noapazneneHuid  Ceepo-KaBkazckoro  rocyaapCTBEHHOTO
MHCTUTYTa UCKYCCTB, ydacTByromux B mpouecce skcryatauuu MCII/JH. Onepartop
NCIIn obnamaer cieayronuM YpoOBHEM JTOCTYTA:

— oOnagaeT BceMH HEOOXOAMMBIMU aTpuOyTamu (Hampumep, Mapojem),
00ecreynBaoIUMU JOCTYTI K HEKOTOpOMY noaMHokecTBY [1/1H;

— pacnojaract KOH(i)I/II[eHLII/IaJIBHBIMI/I HaHHBbIMH, K KOTOPBIM UMCECT NOCTYVYII.
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5 OcHOBHBIC IPUHIHUIIBI TOCTPOCHUSI CHCTEMBbI KOMILJIEKCHOM 3allIUThI
HHopMaLUHU

[Toctpoenue cuctembl obecneuenus Oe3omacHoctu I[1/ln B MCII[IH Ceepo-
KaBka3zckoro rocymaapcTBEHHOIO HMHCTUTYTa MCKYCCTB W €€ (DYHKIIMOHHPOBAHHE
JOJKHBI OCYILECTBIATHCA B COOTBETCTBUM CO CIEAYIOIIUMU OCHOBHBIMU MPUHIUAIIAMU

— 3aKOHHOCTb;

— CHCTEMHOCTb;

— KOMILJIEKCHOCTD;

— HENpPEPBHIBHOCTH;

— CBOEBPEMEHHOCTb;

— MPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
— MEepCOHaJIbHAsI OTBETCTBEHHOCTD;

— MHUHUMU3ALNS TOJITHOMOYHNH;

— B3aUMOJICUCTBUE U COTPYIAHUYECTBO;

— THOKOCTb CHCTEMBI 3alUTHI;

— OTKPBITOCTH aJITOPUTMOB U MEXaHU3MOB 3aIUTHI;

— MPOCTOTA MPUMEHEHUS CPEACTB 3AILUTHI;

— Hay4Has 000CHOBaHHOCTb U TEXHUUYECKAsl Pean3yeMOCTh;
— crenuanu3anus 1 npodeccunoHamn3m;

— 0053aTeJILHOCTD KOHTPOJIA.

3aKoHHOCTB
[Ipennonaraer ocyliecTBICHHE 3alUTHBIX Meponpustuii U pazpadborky C3I1/(H

CeBepo-KaBka3ckoro rocynapcTBEHHOTO HHCTHTYTa HCKYCCTB B COOTBETCTBUU C
JEHUCTBYIOIIMM 3aKOHOJIATEIBCTBOM B 00jacTu 3amuthl [1/IH U 1pyrux HOpMaTUBHBIX
aKTOB MO 0e30macHOCTH MHGOPMAILMH, YTBEPKICHHBIX OpraHaMu TOCYAapCTBEHHOM

BJIACTH U YIIPABJICHHU:A B IIPCACTIAX UX KOMIICTCHIIUU.
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[Tons3zoBatenn wu  obcayxkuBawomuii  nepconan [IJlu UCII[Jn Cesepo-
KaBka3ckoro rocy1apcTBEHHOIO MHCTUTYTa MCKYCCTB JIOJDKHBI OBITH OCBEIOMJIEHBI O
nopsJike paboThl ¢ 3auiuinaeMoi nHpopmalreit 1 00 OTBETCTBEHHOCTH 3a HapylIeHUE
nopsiaka 3amutsl I1/1H.

CucremMHOCTH
Cuctemubpii  mogxon k  noctpoenuto  C3I[[Im  Cesepo-KaBka3sckoro

rOCy/IapCTBEHHOI'0 MHCTUTYTa MCKYCCTB IPEIIOJIaraeT y4eT BCEX B3aMMOCBSI3aHHBIX,
B3aMMOJICUCTBYIOIIMUX U U3MEHSIOUIMXCS BO BPEMEHHU AJIEMEHTOB, YCIOBUHN U (DAKTOPOB,
CYLIECTBEHHO 3HAYUMbIX IS TMOHUMAHUS W pEUIeHUs NpoOsieMbl OOecreUeHUs
6e3onacHoctu I[1/ln B UCII[n CeBepo-KaBka3zckoro rocyaapcTBEHHOr0 WHCTUTYTA
HCKYCCTB.

[Ipu co3manny cUCTEMbI 3alIUThI JOJKHBI YUYUTHIBATHCS BCE cllabble U Hanbosee
ysI3BUMbIEe MecTa cucTemMbl o0paboTku [1/1H, a Takke XxapakTep, BO3MOKHbIE O0BEKTHI U
HalpaBJI€HUs aTak Ha CUCTEMY CO CTOpPOHBI  Hapymureneil  (0cOOEHHO
BBICOKOKBATM(UIIMPOBAHHBIX  3JIOYMBINUJICHHUKOB), MYTH  IPOHUKHOBEHUS B
pacnpenenennsie cucteMbl u HCJl k unHdopmanuu. Cucrtema 3amuThl JOJKHA
CTPOUTBLCS C YYETOM HE TOJIbKO BCEX M3BECTHBIX KaHajioB npoHukHoBeHus u HCJ[ k
uH(pOpMaIKi, HO U C YYE€TOM BO3MOKHOCTHU TOSIBJICHHS MPUHLIUIUAIBHO HOBBIX ITyTEH
peanuzanuu yrpo3 6€30nacHOCTH.

KoMILIeKCHOCTH
KomrmnekcHoe HCnosib30BaHUE METOJ0B M CPEACTB 3alllUThl MpPEAIoiaraet

COTJIACOBAHHOE NPHUMEHEHHE PA3HOPOJHBIX CPEACTB NPHU IOCTPOCHUHU LEIOCTHOU
CUCTEMBbl 3alUThl, TEpPEKphIBAIOIIEH BCE CYIIECTBEHHbIC (3HAUYMMBIE) KaHAJIbI
peanuzanuu yrpo3 W HE cojepxkalled ciiadblX MeCT Ha CThIKax OTIEIbHBIX €€
KOMITOHEHTOB.

3ammTa JOJKHA CTPOUTHCSA SLIETOHUPOBaHO. g KaXAoro KaHajla YTEUKH
uHpOpMaIUU U I KaXJI0H yrpo3bl 0€30MacHOCTH JOHKHO CYIIECTBOBATH HECKOIBKO

3alUTHBIX pyoOexkel. Co3aHue 3alllUTHBIX pyOeXel OCYIECTBISETCS C y4E€TOM TOTO,
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yTOOBl Ui WX TPEOJIOJICHHUS] TMOTEHIUAIbHOMY 3J0YMBIIIJIEHHUKY TpeOOBaIUCh
npodeccruoHagbHble HABBIKM B HECKOJIBKUX HEB3aMMOCBSI3aHHBIX 001aCTsIX.

Buemnss 3amura  goikHa —oOecrieunmBathbes  (DU3HMUECKHMMHU  CpEICTBAMM,
OpraHU3allMOHHBIMU ¥ TPaBOBBIMM MepamMu. OaHuUM H3 Haubojee YKPEIJICHHBIX
pyOexell mpu3BaHbl OBITH CPEACTBA KPUNTOrPAPUUECKON 3allUThI, peaTn30BaHHbBIE C
uCnoJib30BaHueM TexHosiorun VPN. IlpuknagHod ypOBEHb 3allUTHI, YYUTHIBAIOLIUN
0COOEHHOCTH MPEAMETHON 00J1aCTH, MPEAICTABIIAECT BHYTPEHHUHN pyOeK 3aIUThI.

HenpepsiBHocTh 3amuthl I1/1H
3amura IIJIH — HE pa3oBoe MeponpusiTHE W HE MPOCTas COBOKYMHOCTH

MPOBEJACHHBIX MEPONPHUATUNA U YCTAHOBJICHHBIX CPEICTB 3allUThl, a HENPEPHIBHBIN
LEJICHANPABIICHHBIN ITPOLIECC, NPEATOIATAOIINN IPUHATAE COOTBETCTBYIOIIUX MEP Ha
Bcex ATanax »u3HeHHoro nukia MCITIH.

NCIIIH 10omKHBI HAXOAUTHCS B 3aIUIIEHHOM COCTOSHUU Ha MPOTSIKEHUU BCETO
BpeMEeHM uX (YHKIIMOHUPOBAHUA. B COOTBETCTBUU C OSTUM MPHUHIMIIOM JOJDKHBI
MPUHUMATHCS MEPHI 10 HeAgonyieHuto nepexoaa NCII/IH B He3alUILIEHHOE COCTOSHUE.

BonbmuHCTBY QU3NUECKUX U TEXHUYECKUX CPEJICTB 3aIIUThI IS 3P(HEKTUBHOTO
BBITIOJIHEHUSA  CBOMX  (PyHKIMM  HeoOXoauma  TIOCTOSIHHAsE  TEXHHUYECKas M|
OpraHu3alMoHHas (aJAMUHUCTpATUBHAs) TOAJEpKKa (CBOEBpEeMEHHas CMeHa U
oOecricueHUE TMPABWIHLHOTO XpPaHCHHs M TIPUMEHEHHS WMEH, MaposieH, KiIouen
mudpoBaHusi, TIEpeonpeiesicHle MOJTHOMOUMM U T.1.). [lepepriBel B paboTe cpeacTs
3aIIUTHl MOTYT OBITh MCIIOJIb30BaHbI 3JI0YMBIIIJICHHUKAMHU JIJIsi aHAJIU3a TPUMEHSIEMBbIX
METONOB M CPEICTB 3allUThl, s BHEAPEHUS CIEUUAIBHBIX MPOTPAMMHBIX U
amnmapaTHeiX "3akIagok" M JIPYTUX CPEACTB MPEOJOJICHUS] CUCTEMbl 3AIMUTHI IMOCIE
BOCCTAHOBJICHHS €€ (DYHKIIMOHUPOBAHUS.

CBOEBpPEMEHHOCTH
[Ipennonaraer ympexnawoomuii xapakrep Mep obecneuenus Oe3omnacnoctu [1/1H,

TO €CTh MOCTaHOBKY 3ajau no komruiekcHo# 3amure WMCIIJIH m peanuzamuio Mep
obecnieuenusi 6ezonacHoctu I1/In Ha panHux craausx paspadorku UCIIJIH B nenom u

€C CUCTCMBI 3alllUTHI I/IH(l)OpMaI_II/II/I, B 4aCTHOCTH.
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Pa3zpaboTka cucTeMbl 3alIUTHI JOHKHA BECTUCH MAapaICIbHO ¢ pa3paboTKOl U
pa3BUTHEM CaMOW 3alMIIAeMOW CHUCTEMBl. OTO TIO3BOJUT YYeCTh TpeOOBaHMUS
0€30MacHOCTH TPH TMPOCKTUPOBAHMM APXUTCKTYPhl M, B KOHCYHOM CYETE, CO37aTh
6osee 3¢ dhexTuBHBIC (KaK MO 3aTpaTaM PecypcoB, TaK U MO CTOWKOCTH) 3allUIIEHHbBIC
CUCTEMBI.

IIpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHHUE
[IpennonaratoT TOCTOSSHHOE COBEPIIEHCTBOBAHME MEp M CPEACTB 3alUTHI

nHpopMaM Ha OCHOBE IIPEEMCTBEHHOCTH OPTraHU3allMOHHBIX M TEXHUYECKHUX
pelieHnid, KaapoBoro cocrara, aHanuza QpynkuuonupoBanuss MCIIJIH u ee cuctemsl
3alIUTHl C YYE€TOM M3MEHEHHH B METOJaxX M CpPEACTBax IepexBaTta HHGPOpMAIUH,
HOPMAaTUBHBIX TPeOOBAaHMH IO 3aIIUTE, JOCTUTHYTOT'O OTEYECTBEHHOTO U 3apyOekKHOTO
OTIBITA B 3TOM 00J1aCTH.

IlepconajibHAs OTBETCTBEHHOCTDH
[Ipennonaraer BO3NOKEHHE OTBETCTBEHHOCTU 3a oOOecrneueHue Oe30MacHOCTH

[1/11 1 cuctembl UX 00pabOTKHU Ha KaXKJIOTO COTPYJAHUKA B Mpeeax ero noaIHOMOYUH.
B cooTBercTBHUM C 3TUM TPUHLHUIIOM paclpejelieHhe MpaB U 00s3aHHOCTEH
COTPYIHHUKOB CTPOMTCS TaKMM OOpa3oM, 4TOOBI B Ciydae JII0OOro HapyUIEHUs Kpyr
BUHOBHUKOB ObLT YETKO U3BECTEH WJIM CBEJIEH K MUHUMYMY.

IpuHUMT MUHUMHU3AUA TOJTHOMOY MM
O3Hauvaer NpeAoCTaBICHUE IMOJb30BATENSIM MHUHHMMAJbHBIX IMpPaB JOCTyNa B

COOTBETCTBHUH C TIPOU3BOJCTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE MPHUHIIUIA «BCE, YTO
HE pa3pelIeHO, 3aPEIICHOY.
Hoctyn k I1JIH momkeH mTpeaoCTaBIsIThLCA TOJIBLKO B TOM ClIydae U o0Obeme, eCiu

9TO HCO6XOI[I/IMO COTPYAHUKY OJIA BBIIIOJIHCHUA €T0 JOJIZKHOCTHBIX 00s3aHHOCTEM.

B3auMonencTBHe M COTPYAHUYECTBO
[Ipennonaraer co3gaHue  OnaronmpusATHOM  aTMocepbl B KOJUJIEKTHBAX

noapazaeneHuit, ooecneunBaronux aAestenbHocTh MCII[IH CeBepo-Kapkasckoro
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rOCYJapCTBEHHOTO MHCTUTYTAa UCKYCCTB, JIJISi CHMDKCHUSI BEPOSITHOCTH BO3HUKHOBEHUS
HETaTUBHBIX JCHCTBHUM CBS3aHHBIX C YEJIOBEUCCKUM (PAKTOPOM.

B Takoii 0oOCTaHOBKE COTPYIHHMKH JOJDKHBI  OCO3HAaHHO  COOJIIOAATh
YCTAaHOBJICHHBIE TMpaBUa U OKa3bIBaTh COJCHCTBHE B JEATCIBHOCTH MOApa3IeICHUN
TEXHUYECKOM 3alTuThl HHHOPMAIIUH.

I'mokocThb cucremsl 3amuTsl [1/1H
[IpuHsaTBEIe MEPBI U YCTAHOBJICHHBIC CPEJICTBA 3alIUTHI, OCOOCHHO B HayaJIbHBIN

Mepuoa MX OKCIUTyaTallud, MOTyT oOecrnedynBaTh Kak Ype3MEpHBIM, Tak W
HEJIOCTATOYHBIA ypOBeHb 3amuThl. JJisi oOecredeHus BO3MOXKHOCTU BapbUPOBAHUS
YPOBHEM 3allMIIEHHOCTH, CpEACTBA 3allUThl JOKHBI 00JafaTh OIpeaAesIeHHON
ruOKOCThI0. OCOOEHHO BaXXKHBIM 3TO CBOMCTBO SBJISIETCS B TEX CiydasX, Korja
YCTAaHOBKY CPEJICTB 3aIIUThl HEOOXOAMMO OCYIIECTBISATH HA PabOTAIONIYIO CUCTEMY, HE
Hapyuias mpouecca ee HOpMaJIbHOTO ()YHKIIMOHUPOBAHUSI.

OTKprTOCTb AJITrOPpUTMOB 1 MEXAHU3MOB 3aIllIUTHI
CYTB IMPpUHIOUIIA OTKPBITOCTHU AJITOPUTMOB U MCXAaHNU3MOB 3alIIUTHI COCTOUT B TOM,

YTO 3allUTa HE JIOJDKHA OOCCIEYMBATHCSA TOJIBKO 332 CUET CEKPETHOCTH CTPYKTYpPHOH
OpraHu3allid ¥ aJTOPUTMOB (PYHKIIMOHHUPOBAHMS €€ TOJICHCTEM. 3HAHHE aJTOPUTMOB
pabOThI CUCTEMBI 3alTUTHI HE JOHKHO J1aBaTh BO3MOXHOCTH €€ IPCOJOJICHHS (J1axke
aBTopaM). OJTHAKO, 3TO HE 03HAYACT, YTO MH(POPMAIIHSI O KOHKPETHOW CHCTEME 3alUThI
JI0JKHA OBITh 0OIIIEeIOCTYITHA.

IIpocToTa NpUMeHEeHUsI CPEACTB 3aIUThI
MexaHu3MBbl 3alllUTHl JOJDKHBI OBITh WHTYUTUBHO TIOHSATHBI W TIPOCTHI B

HUCITIOJIB30BaHUH. HpI/IMCHCHI/Ie CPCACTB 3alIUTHI HC TOJI’KHO OBITh CBA3aHO CO 3HAHHEM
CIICHHAJIBHBIX A3BIKOB HWJIM C BBIITOJIHCHUCM I[eﬁCTBHﬁ, Tpe6y}0m14x 3HAYUTCIIBHBIX
JOITOJIHUTCIIBbHBIX Tpyao3arpat mpu OOBIYHOM pa60Te 3apPCTUCTPHUPOBAHHBIX
YCTAHOBJICHHBIM IIOPAOKOM HOHBSOBaTeHeﬁ, a TaKXKC HC IOJIXKHO Tpe60BaTB oT
IMOJBb30BATCIIAA  BBIIIOJIHCHHA  PYTHUHHBIX MAJIOIIOHATHBIX CMY onepaunﬁ (BBOI[

HCCKOJIBKUX HapOHeﬁ U UMCH U T.I[.).
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I[OJDKHa JOCTUIaTbCad aBTOMAaTU3allusd MAKCHUMAJBHOI'O 4YHCJIa ﬂeﬁCTBHﬁ

nonb3oBaresied u arMuauctpaTopos UCII/IH.

Hay4yHnasi 000CHOBAHHOCTb M TEXHUYECKASl PeaTu3yeMoCTh
NudopManinoHHbie TEXHOJIOTMH, TEXHUYECKHE U TPOTPaMMHBIE CPEJIICTBA,

CpCaACTBAa U MCPbI 3alIIUThI I/IH(I)OpMaI_II/II/I JOJI2KHBI OBITH pe€aJin30BaHbl HA COBPECMCHHOM
YPOBHC pa3dBUTHUA HAYKHU U TCXHHUKHU, HAYIHO 00OCHOBAHBI C TOYKHU SPCHUA NOCTUKCHHUA
3aJaHHOT'O  YpPOBHA 0e30IMacCHOCTH I/IH(i)OpMaI_II/II/I N JOJM)KHBI COOTBCTCTBOBATDH
YCTAaHOBJICHHBIM HOpMaM H TpC6OBaHI/I$IM 10 OE30IMaCHOCTH HI[H

C3HI[H JOJI’KHA OBITH OpPUCHTHUPOBAHA Ha PCIOCHHA, BO3MOXHBIC PUCKH IOJIA
KOTOPBIX HW  MCPHI HpOTHBOHCﬁCTBHH 9THUM PpHUCKaM IIpoHljii BCCCTOPOHHIOIO
TCOPCTUYUCCKYIO U MPAKTUYICCKYIO ITIPOBCPKY.

Cnenuaau3anus 4 npogeccuioHaIu3M
[Ipennonaraer npupiedeHUe K pa3pabOTKe CPEACTB U peaiu3alliid Mep 3allUThI

uHpoOpMaIMK CHEIMATM3UPOBAHHBIX OpraHu3aluii, Hauboyiee TMOATOTOBICHHBIX K
KOHKPETHOMY BHJly JI€ATEIBbHOCTH MO obecnedeHuto OezomacHoctu I1/lH, mmeromux
OTBIT MPAKTUYECKON pabOThl U TOCYIAPCTBEHHYIO JIMIICH3MIO Ha MPABO OKa3aHUs YCIyT
B JToM oOnactu. Peanmuzanust aJMUHHUCTPATUBHBIX MEp U OJKCIUIyaTalus CpEACTB
3allUTBl  JOJDKHA  OCYHIECTBISTHCA  MPOQPECCHOHANBHO  TOJATOTOBICHHBIMU
cnenuanicramu Cesepo-KaBka3ckoro rocy1apCTBEHHOTO HHCTUTYTA HCKYCCTB.

00s132TEILHOCTH KOHTPOJIS
[Ipennonaraer 005S3aTeNbHOCTh U CBOEBPEMEHHOCTh BBISBICHUS U IPECEUCHUS

MOMBITOK HApYIIEHUs YCTAaHOBIIEHHBIX MpaBuil obOecneueHus OeszomacHoctu [/l Ha
OCHOBE  MHCHOJB3YyEeMbIX CHUCTEM M  CPEACTB  3aluThl  MHGOpPMALMH  TPH
COBEpIIEHCTBOBAHUM KPUTEPUEB U METOJIOB OLEHKH 3(P(HEKTUBHOCTH ITHUX CHCTEM U
CPEICTB.

KoHTposib 32 NeSTeNbHOCTBIO JTH000r0 MM0IB30BATENs, KAKOTO CPEICTBA 3aLUTHI

A B OTHOIICHHH JIO00ro oOBEKTa 3allIUTBl JOJDKCH OCYHICCTBIIATBCA HA OCHOBC
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MPUMCHCHUA CPCACTB OIICPATUBHOIO KOHTPOJIL U PCTUCTpallu U JOJIZKCH OXBATbIBATb

KaK HCCAHKIIMOHUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHBIC I[eﬁCTBHH MOJIb30BATEIICH.
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6 Mepsbl, MeTOABI U CpeICTBA 0O0ecneYeHnsi TpedyeMoro ypoBHs
3aIMINEHHOCTH

ObGecrieueHne TpeOyeMOro YpOBHS 3alUIIEHHOCTH JOJKHOCTH JOCTHTaThCS C
HCIIOJb30BaHUEM MEpP, METOJOB M CpeACTB Oe3omacHOCTH. Bce Mepbl obecneueHus
6ezonacnoctu UCII/IH noapaznenstoTcs Ha:

— 3aKoHOJATeNbHBIC (MPABOBBIC);

— MOPAJIbHO-3TUYECKUE;

— OpraHu3alMoHHbBIC (AIMUHUCTPATUBHBIC);
— (usmnueckue;

— TCXHHUYCCKHUC (aHHapaTHBIC u HpOFpaMMHBIC).

3akoHoaaTeIbHbIE (IPABOBbIE) MEPbI 3AIIUTHI
K npaBoBbIM MepaMm 3alIUThl OTHOCSTCA JIEUCTBYIOIIME B CTPAHE 3aKOHbI, YKa3bl

M HOPMATUBHBIE aKThl, perjIaMeHTHpyolue npaBuwia ooOpamenus ¢  [1/H,
3aKpeIUIAIoINe MpaBa U O0S3aHHOCTH YYACTHUKOB HMH(DOPMAIMOHHBIX OTHOILIEHUN B
npouecce ee  00pabOTKM UM MCHONb30BaHMs, a TaKKe YCTaHABIMBAIOLIME
OTBETCTBEHHOCTh 3@ HApPYLIEHWS OTUX TMPaBWI, MPENATCTBYS TEM CaMbIM
HEeIMpaBOMEPHOMY Hcnojib30Banuio I[I[[H u sBiIAromMecs caepKuBaOIMUM (HaKTOPOM
IUTS1 TOTEHIMAIbHBIX HAPYLIUTEEH.

IIpaBoBblE =~ Mepbl  3allUTBI  HOCAT B  OCHOBHOM  YINPEXKIAIOUIUH,
npouakTHUEeCKUil XapakTep W TPeOyIOT MOCTOSHHOW pa3bsICHUTENBbHONM paboThl C
NI0JIb30BATENISIMU U 00CTYKUBAIOLIUM IIEPCOHATIOM CUCTEMBI.

MopajibHO-3THYEeCKHE MepPbl 3alUThI
K MopanbHO-3THUECKMM MepaM OTHOCSTCS HOPMBI TOBEAECHUS, KOTOPBIE

TPAAULMOHHO CIIOXKWINCh WM CKJIAIbIBAIOTCA IO Mepe pacrpocTpaHeHus OBM B
CTpaHe WM o0uIecTBE. DTU HOPMBI OOJBIIEH YacThIO HE SIBISIIOTCA 00s3aTEIbHBIMU,
KaK 3aKOHOJIaTEJIbHO YTBEP)K/ICHHbIE HOPMATUBHBIE aKThl, OJJHAKO, UX HECOOIIOJCHUE
BeJleT OOBIYHO K NAJCHUI0 aBTOPUTETa, NPECTHXKa 4YeNOBeKa, TPYMNMbl JUI WIU

OopraHu3anuu. MOpaHBHO-C)TI/I‘{eCKI/Ie HOPMBI OBIBAIOT KaK HENHCaHbIE (HaHpI/IMep,
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oOlIenpu3HaHHble HOPMbI YECTHOCTH, MATPUOTH3MA U T.I.), TAK U MUCAHBIE, TO €CTh
oopMIIEHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpaBUJI WX MIPEANUCAHUIA.
MopanbHO-3TUYECKHE MEPHI 3aIUTHI SBISIOTCS MPOPHIAKTUIECKUMU U TPEOYIOT
IIOCTOSIHHOW paboThl MO CO3JaHHUIO 3I0POBOTO MOPAJIbHOIO KJIMMara B KOJIJIEKTUBAX
noApasfaeiaeHuidl. MopalbHO-3TUYECKHE MEpbhl  3alllUThl CHUXKAIOT BEPOSTHOCTH

BO3HHUKHOBCHUA HCTATHUBHBIX HeﬁCTBHﬁ CBsI3aHHBIX C YCJIIOBCUCCKHUM q)aKTOPOM.

Opranu3zanuoHHble (AAMUHUCTPATHUBHBbIE) MEPbI 3AIIUTHI
OpranuzanioHHble  (aAMUHUCTPATUBHBIE) MEphl  3alIUTBI - O3TO MEphI

OpPraHU3allMOHHOTO XapaKTepa, PEerjaMeHTUPYIOIIME MPOLECChl (PYHKIMOHUPOBAHUS
UCTIn, wucnons3oBanue pecypcoB MCIIJIH, nesTenbHOCTh OOCITYKHUBAIOIIETO
MEepCOHANIa, a TakXKe MOpANOK B3aumozeucTBus mogab3oBatenei ¢ MCII[H Takum
o0Opa3oM, 4ToObl B HauOOJbBIIEH CTETIEHU 3aTPYAHUTH WIH HCKIIOYUTH BO3ZMOXHOCTH
peanuzanuu  yrpo3 0€30MacHOCTH WJIM CHU3WTh pa3Mep IMOTepb B Clydae HX
peann3anum.

['maBHass 1wenb aJAMUHUCTPATUBHBIX Mep — cdopmupoBath [lomuTuky
uHpopmarmonHor  OezomacHoctd [I/IH  (oTpaxkaroniyro MOAXOABI K  3alIUTe
uHpopmalu) U oOecleunTh €€ BBIMOTHEHUE, BBIAEIAS HEOOXOIUMBIE PECcypchl U
KOHTPOJIMPYS COCTOSIHHUE JIEII.

Peanmuzanusa Ilomutuku wuHbopmannonHoit OeszonacHoctu I[1[ln B UCIIOn
COCTOSIT U3 MEP aJIMUHUCTPATUBHOTO YPOBHS M OPraHU3alUOHHBIX (IIPOLIEAYPHBIX) MEP
3alUTHl HHPOPMALIHH.

K anMuHUCTpaTUBHOMY  YpPOBHIO  OTHOCATCS  pELIEHHUS  PYKOBOJICTBA,
3atparuBatomue nesarenbHocTh WCIIH B menoMm. OTH pemieHus 3aKperuisiiorcsl B
[Nonutuke nHbopManoHHoK 6e3onacHocTH. [IpuMepoM TakuX pelieHuit MOryT ObITh:

— TOpUHATHE pelieHus O (OPMUPOBAHUU WM TEPECMOTPE KOMIUIEKCHOMN
nporpaMmbl  oOecrieyeHust  OezomacHoctu  [1JIH, OIIPEECIICHUE

OTBCTCTBCHHBLIX 3a €€ PCaJIN3alIUIO,
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— (dopmynupoBaHHE IeJield, MOCTAaHOBKA 3a/ad, ONpe/eJICHUE HaIpaBICHUM
JesTeNbHOCTU B 00snactu 6e3onacuoctu 11/1H;

— TIPUHATHE PEIICHUI 10 BOMPOCAM pealn3allii MPOorpaMMbl O€30MaCHOCTH,
KOTOpble  paccmaTpuBaiorcs  Ha  ypoBHe  CeBepo-KaBkaszckoro
rOCyJIJapCTBEHHOTO MHCTUTYTa UCKYCCTB B IIEJIOM;

— oOecrieueHre HOPMATHUBHOM (MPaBOBOI) Oa3bl BOMPOCOB OE30MACHOCTU U
T.I1.

[TonmuTHka BEpXHETO YPOBHS OJKHA YETKO OYepTUTh chepy BIUSHUS U
OTpaHWYCHHSI TIPH OIpeaeneHun Ieneir Oe3omacHoctu [I/[H, ompenenuThs KakuMu
pecypcamu (MaTepUalbHBIE, TIEPCOHANI) OHU OYyIyT JOCTUTHYTHI M HAWTH pa3yMHBIN
KOMIIPOMHUCC MEXIy TPUEMIIEMBIM YPOBHEM O€30MacHOCTH W (PYHKIIMOHATHHOCTHIO
NCIIdn.

Ha opraHu3animoHHOM ypOBHE OIpEACNAIOTCS MpoLEeaypbl M IpaBuia
JIOCTH)KCHUS TieNiell W pemieHus 3amad llonmutukm MHPOPMAIMOHHON O€30MacHOCTH
I1/TH. OTH npaBuia ONpPENEISAIOT:

— KakoBa 00JacTh MPUMEHEHHUS MONUTUKN Oe3omacHocTH [1/]H;

— KakoBbl pOJIM M OOSA3aHHOCTH JOJKHOCTHBIX JIMIl, OTBEYAlollue 3a
npoBefieHre ToMuTHKK Oe3omacHoctu IIJ[H, a Tak ke WX YCTaHOBUTH
OTBETCTBEHHOCTB;

— KTO uMeeT npasa nocryna K [1J1x;

— KakMMHU MEpaMH U CpelicTBaMu oOecrnieunBaetcs 3amuTa [1/]H;

— KakUMH MepaMH H  CpelcTBaMH  OOecredymBaeTcs KOHTpPOIb  3a
COOJII0/IEHNEM BBEJIEHHOT'O pekrMa 0€30MacHOCTH.

OpraHu3aiMOHHbBIE MEPBI JOJIKHBI:

— TpeaycMaTpHUBaTh perJamMeHT UHGOPMaIIMOHHBIX OTHOIIICHUH,
UCKJTIOYAIOIIUX BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX JICUCTBUH B

OTHOIIICHUU 00BEKTOB 3alllUTHI;
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— ONPENEIIATh KOAJIWIMOHHBIE M HEPAPXUYECKUE TPUHLUMIIBI U METOIbI
pasrpanndeHus nocryna K [1/1H;

— OmpeAessiTh MOPSJ0K paboThl ¢ NPOTrpaMMHO-MATEMaTHYECKUMHU U
TeXHUYECKUMHU (ammapaTHbie) CPeCTBAMU 3alIUThl U KPUMTO3AIIUTH U
OPYTUX 3aIIATHBIX MEXAHU3MOB;

— opranuzoBath Mepbl npotuBoaeiicTBus HCJl mosb3oBaTensiMu Ha 3Tamax
ayTeHTU(UKALUKM, aBTOpU3aAllUM, HWJACHTHU(PUKAIMU, O0OECIeUYNBAIOIIUX
rapaHTUM  peaJn3allud TMpaB U  OTBETCTBEHHOCTH  CYOBEKTOB

MH(OPMAIMOHHBIX OTHOIICHUH.

OpranuzaniMoOHHbIE MEPBI JOJKHBI COCTOSITh U3:

— permamenTa goctyna B nomeunienus UCII/Ix;

— MOPSJOK JOIYyCKAa COTPYOHHUKOB K HCHOJIb30BaHHMIO pecypcoB MCII/IH
CeBepo-KaBka3ckoM rocy1apcTBEHHOM MHCTUTYTE UCKYCCTB;

— perjamMeHTa TpPOLECCOB BeJAeHUss 0a3 JaHHBIX M  OCYIIECTBICHUS
MoAU(pUKAIMKA UHPOPMALMOHHBIX PECYPCOB;

— perjamMeHTa IpoueccoB OOCTYXKMBaHUS U OCYIIECTBICHUS MOAU(PUKALINU
anmapaTHbIX U nporpamMmHbIx pecypcoB UCII/IH;

— uHcTpyknuit  monw3oBatenedt  MCIIJIln  (agmunuctpatopa UCII/IH,
aaMuUHHUCTpaTopa 6e3onacHoctu, oneparopa UCII/IH);

— MHCTPYKLMA I10JIb30BATEIIS] IIPU BOSHUKHOBEHUU BHEIITATHBIX CUTYALIUH.

— UWHCTPYKIIMS O pa3MeIleHHI0, 000pYAOBAHUIO U OXpaHE MOMEIICHHM, re
XpaHATCS MEPCOHAIBHBIC JAHHBIC, II0 XPAHEHUIO IEPCOHAIBHBIX JaHHBIX
Ha OyMaXHBIX HOCUTENSIX M TMOPAAKY paOOoThl HCHOJHUTENEH ¢
MEPCOHALHBIMU JaHHBIMU Ha OYMa)KHBIX HOCUTENSAX HH(POPMALIHH.

dusnyeckre Mepbl 3alUTHI
@dusnyeckue Mepbpl  3alIUThl  OCHOBAHbl HAa NPUMEHEHUHM pPA3HOro poja

MCXAaHHYCCKHUX, OIJICKTPO- WU JJICKTPOHHO-MCXAdHUYCCKUX YCTpOﬁCTB n COOpY)KCHI/II\/JI,
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CHEIUANIbHO MpEAHA3HAYEHHBIX JUIs co3AaHus (U3MYECKUX TMPEensTCTBUM Ha
BO3MOKHBIX IYTSAX IPOHUKHOBEHUS M JIOCTyla IOTEHUMAJIbHBIX HApYIIMTEIEH K
KOMITIOHEHTaM CHUCTEMBI U 3alllMIaeMoi MH(OpMalnK, a TaKKe TEXHUUYECKUX CPEACTB
BU3YaJIbHOTO HAOJIIOICHMS], CBSI3M U OXPAHHOM CUTHAJIU3AIINH.

®duznyeckas  3amuTa  3JaHUM, [OMELIEHUWH, OOBEKTOB U  CPEJNCTB
uH(pOpMaTH3aLMU JTOJKHA OCYIIECTBIIATHCS MYyTEM YCTAHOBJIEHHS COOTBETCTBYIOLIHMX
MOCTOB OXPAaHbI, C MOMOIIBIO TEXHUUYECKUX CPEACTB OXpaHbl WJIH JIOOBIMU APYTUMHU
crocodamu, MPEAOTBPAILIAOIIMHU W CYILIECTBEHHO 3aTPYAHSAIOLIUMHU
IIPOHUKHOBEHWE B  3JaHWE, IIOMELIEHHWS  MOCTOPOHHUX  JIMIL,  XHUIICHHE
MH(OPMAIIMOHHBIX HOCHUTENEH, CaMUX CpPEICTB HH(OpMaTH3aLMH, HUCKIIOYAIOIIMMU
HAXOXJEHUE BHYTPH KOHTPOJUPYEMOH (oXpaHsieMOl) 30HbI TEXHUYECKHX CPEACTB
pa3BeIKH.

AnnapaTtHo-nporpamMMHble cpeactsa 3amuThl [1/{n
Texnuueckue (anmmapaTHO-IPOTPaAaMMHBIE) MeEphl  3alllUThl OCHOBaHbI  Ha

WCIIOJIb30BAaHUU PA3NIMYHBIX 3JEKTPOHHBIX YCTPOWCTB M CIEUMAIBHBIX MPOTPaMM,
Bxonamux B coctaB MCII/IH ¥ BBIMOMHAIOMUX (CAMOCTOSATENBHO WM B KOMILJIEKCE C
IPYTMMH CpeACTBaMHU) (PYHKIUU 3auUThl (MACHTUPUKALUIO U ayTEeHTHUPUKALMIO
MOJIb30BaTeNIel, pasrpaHUYEeHHE JOCTyla K pecypcaM, pEerucTpanuio CcoObITUH,
KpunrTorpadguyeckoe 3aKpbiTie nHGOpMauu 1 T.1.).

C yuerom Bcex TpeOOBaHMI U MPUHIMIOB obecrieyeHus: 6esomacHoctu I1/H B
NCIIJIH mo BceM HampaBi€HHUSM 3alUThl B COCTAB CUCTEMbI 3alUThI JOJKHBI OBITh
BKJIIOUEHBI CJIEIYIOIIUE CPEeICTBA:

— cpenctBa  uaeHTU(UKanuM  (OMO3HABaHUSA) U ayTCHTU(DUKAIUU
(moaTBEPKICHHS TTOJIMHHOCTH ) nosib3oBaTenedt CIIIH;

— CpeacTBa pa3rpaHUYCHMs JOCTyla 3aperuCTPUPOBAHHBIX IMOJIb30BATENEH
cucrembl k pecypcam MHCII[In CeBepo-KaBka3zckoro rocymnapCTBEHHOTO

HHCTHUTYTA UCKYCCTB;,
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— cpenctBa 00ECIEeUeHHUs] M KOHTPOJISA IIEJIOCTHOCTH TMPOTPAMMHBIX H
MH(OPMAIIMOHHBIX PECYPCOB;

— CpencTBa  ONEPAaTHMBHOTO  KOHTPOJS M PETUCTPALlMM  COOBITUM
0e301acHOCTH;

— Kpunrtorpaduueckue cpeactna 3amuTsl [1J1H.

YcenemHoe NPUMEHEHHE TEXHUYECKUX CPEACTB 3alluThl HAa OCHOBAHUU
MPUHIMIIOB (pa3jien S5) mpeamnojiaraeT, 4YTO BBIMOJHEHHE TIEPEUMCICHHBIX HIKE
TpeOOBaHUN O0O0ECIEeYeHO OpPraHU3alMOHHBIMU (aJIMUHUCTPATUBHBIMH) MEpaMH H
HCIIOIb3YEMbIMU (PU3MYECKUMH CPEICTBAMHU 3aAITUTHI:

— obecrnieueHa puznueckas 1ea0cTHOCTh Becex komnoHeHT UCTIH;

— Kaxabld coTpyauuk (monb3oBarens WCIIJIH) wiu rpymna mojib3oBaTeiei
MMEET YHHMKaJIbHOE€ CHCTEMHOE UMS U MUHUMAJIBHO HEOOXOJUMBIC IS
BBITIOJTHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX O0S3aHHOCTEH MOJHOMOYHUS IO
JIOCTYITy K peCypcaM CHUCTEMBI,

— B HUCIIn CeBepo-KaBka3ckoro rocygapCTBEHHOIO MHCTUTYTAa UCKYCCTB
pa3paboTKa ¥ OTJIaJiIKa MporpamMm ocyiecTsisiercs 3a npeaenamu UCIH,
Ha UCIBITATEIbHBIX CTCHIAX;

— BCE HW3MEHEHMs] KOH(PUTYpaIlMu TEXHUYECKUX W MPOrPaMMHBIX CPEJCTB
NCITn MIPOU3BOIATCS CTpPOTO YCTaHOBJICHHBIM MOPSAIKOM
(perucTpupyroTcsi U KOHTPOJHMPYIOTCS) TOJBKO Ha  OCHOBaHUM
pacnopsbkeHuid  pykoBojcTBa Ceepo-KaBka3ckoro rocyaapcTBEHHOIO
WHCTUTYTa UCKYCCTB,;

— CETEeBOE o0opya0oBaHuE (KOHIIEHTPATOPBHI, KOMMYTAaTOPHI,
MapHIpyTU3aTOpsl W T.II.) paclojiaraeTcsi B MeECTaxX, HEIOCTYMHBIX IS
MMOCTOPOHHUX (CIEUAIBPHBIX TOMEICHUSX, Kadax, U T.11.);

— cnenuanmctaMu  CeBepo-KaBKka3ckoro TrocyJapCTBEHHOTO  HMHCTUTYTA
HCKYCCTB OCYIIECTBIISIETCS HETIPEPBIBHOE yIIpaBJICHUE u

AIMUHUCTPATUBHASA IMOAACPIKKA (I)YHKLII/IOHI/IPOBaHI/ISI CpPpCACTB 3allIUTHI.



37

7 Konrpouas 3¢pdpexrusnoctu C3IAH

Koutpons  addextuBnoctn  C3II[IlH  momkeH  OCylIecTBIsSeTCS  Ha
nepuoandeckoi ocHore. Llenbio KOHTPOs APEKTUBHOCTU SBISETCS CBOCBPEMEHHOE
BBISIBIICHHE HEHaJIexanux pexxuMoB padbotel C3II/IH (oTKIOUeHUE CPEACTB 3alIUTHI,
HapylIIEHUE PEKMMOB 3alIUThl, HECAHKIIMOHUPOBAHHOE U3MEHEHHUE PEeXMMa 3alIUTHI U
T.I.), @ TaK NPOTHO3UPOBAHHE M TPEBEHTHUBHOE pEarupoBaHUE Ha HOBBIC YIPO3BI
oe3onacuoctu I1/1H.

KoHTposib MOXeT NMpoOBOAUTHCS Kak agMuHUCTpaTopamu Oe3zonacHoct UCIIIH
(omepaTUBHBIN KOHTPOJIb B Tpoliecce uHpopMaronHoro B3aumoaeiicteus B UCII/IH),
TaK W MPHUBJICKAEMBIMU JJIsl 3TOW LEIW KOMIETCHTHBIMUA OpPTraHU3alUsIMHU, UMEIOIIUMHU
JMIIEH3MI0 Ha 3TOT BUA AedrenbHocTH, a Takke PCTOK Poccumum u ®Ch Poccunm B
npejesax uxX KOMIEeTeHIUH.

KoHTpoib MOXXET OCYIIECTBISTLCA AIMHHUCTPATOPOM OE30MACHOCTH KaK C
MOMOIIBIO MITATHBIX CPEACTB CUCTEMBI 3alIUThI [1J[H, Tak ¥ ¢ MOMONIBIO ClIEMATBHBIX
MPOTPAMMHBIX CPEJICTB KOHTPOJIA.

Onenka >¢dextuBHOCTH Mep 3amuThl [IJ[H TMpoBOIUTCS C HCTHOJIb30BAHUEM
TEeXHUYECKUX M MPOTrpaMMHBIX CPEACTB KOHTPOJISI Ha NPEAMET COOTBETCTBUSA

YCTAaHOBJICHHBIM TpC6OBaHI/I$IM.
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8 Cdepsbl oTBeTCTBEHHOCTH 32 Oe3onacHoCTh I1/{H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep U KOHTPOJIbL Haja o0eclneueHreM

0e30MmacHOCTH NMCPCOHAJIBHBIX OAaHHBIX ABJIACTCA PYKOBOIACTBO CCBCpO-KaBKaSCKOFO

roCcyaapCTBCHHOIO HMHCTUTYTAa HCKYCCTB. PYKOBOIII/ITCJIB MOXCT ACJICTUPOBATH Y4dCTb

MMOJITHOMOYHH 110 00€CII€YECHHIO 0€30aCHOCTH MMCPCOHAJIbHBIX TaHHBIX.

C(i)epa OTBCTCTBCHHOCTH PYKOBOIUTCIIA BKIOYACT CICAYIOIIUC HAIIPABJICHUA

obecrieueHus 6e3onacHocTu I1/1H:

ITpu

[TnanupoBaHue U peanusaius Mep 1o oodecnedeHuto o6e3onacuoctu [11H;
Amnanuz yrpo3 6e3omnacaoctu [1]1H;

Pa3paboTky, BHeApeHHE, KOHTPOJb WCIOJHEHUS | TMOJJepKaHUE B
AKTyaJIbHOM COCTOSSHUU TIOJUTHK, PYKOBOJICTB, KOHLEHIUM, TPOLIEAYP,
pErIaMeHTOB, MHCTPYKLUMN M JPYTUX OPTraHU3AIMOHHBIX JOKYMEHTOB IO
obecrnieyeHuto 0€30MacHOCTH;

O6yuenne u wuHpopmupoBanue mnonb3oBareneir MCIIJIH, o mopsake
pa6otsl ¢ [1/IH 1 cpeacTBamMu 3ailUThI;

[IpenoTBpaiieHrue,  BBIABICHHUE, pPEardpoBaHHE U PACCIEIOBAHUE
HapymieHuit 6ezonacHoctu [1]1H.

BSaHMOHeﬁCTBHH CO CTOPOHHUMHU OpraHu3alusaMMu B ClIy4dasaX, KOrJaa

COTpYAHUKAM 3JOTHUX OpFaHI/ISaHI/Iﬁ npeaoCTaBIICTCA OOCTYII K 00BEKTaM 3alllINThI

(pa3zLeJ1 3), C 9THUMH OpraHu3anusaAMM HdOJIZKHO ObITh 3akiroueHo «CornameHue o

KOH(l)I/IIICHI_II/IaJIBHOCTI/I», 160 «CoriameHue o CO6JIIOIICHI/II/I pexKuma 0e30MmacHOCTH

[IIn npu BeimonHeHun pador B MCII[Jn». [ToaroToBka THUIOBBIX BapUaHTOB 3THX

COTJIalICHUN OCYHICCTBIICTCA HOPUCTAMH CCBCpO-KaBKaSCKOI‘O rocyaapCTBCHHOTO

HHCTHUTYyTa UCKYCCTB.
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9 Mopnesb HapymuTe/isi 0€30MaCHOCTH

ITon wnapymutenem B CeBepo-KaBKa3ckoM TroCyJapCTBEHHOM HWHCTUTYTE
HWCKYCCTB IIOHUMAETCS JMLO, KOTOPOE B  PE3YJIbTATE  YMBIUUJICHHBIX  WJIU
HEYMBIIICHHBIX JEHCTBUI MOKET HAaHECTH yIiepO 00bEKTaM 3alllUTHI.

Bce mapymurenu nendarca Ha IBE TPYIIIIbL:

— BHEIIHUE HapymuTeau — (U3WYECKUEe JMIla, HE UMCIOIIME IpaBa
NpeObIBaHUS HA TEPPUTOPUN KOHTPOJIUPYEMOU 30HBI, B Mpejeax KOTOPO
pasmentaercs oOopynoBanue WCIIH, a Tak »xe xpansrcs I[IJlH Ha
OYMa)KHBIX HOCUTEISX;

— BHYTPEHHHME HapymUTean — (QU3MUEeCKue JHIa, HWMEIOIIUEe MPaBo
NpeObIBaHUS HA TEPPUTOPUH KOHTPOJIUPYEMOU 30HBI, B Mpejeaax KOTOPOu
pasmeniaetcs oOopynoBanue HWCII[H, a Tak xe xpausrcs IIJIH Ha
OyMa)kKHBIX HOCUTEISX.

Knaccudukanus napymumreneil npeacrtaBieHa B Mogenu yrpo3 6e30macHOCTH

MMCPCOHAJIbHBIX TadHHBIX.
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10 Mopgeas yrpo3 0e30nmacHOCTH

Hna UCIIIa Cesepo-KaBkazckoro rocyaapCTBEHHOIO HWHCTHTYTa HMCKYCCTB
BBIJICNIAIOTCS CIEAYIONIME OCHOBHBIE KAaTErOpUM Yrpo3 O€30MaCHOCTH IMEPCOHATBHBIX
JAHHBIX:

— YTIpo3sl OT yTEUKHU 10 TEXHUYECKUM KaHAJIaM.

— YTrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K HH(OPMAITIH.

— VYrpo3bsl YHUUTOXXEHUA, XulleHus anmnapaTHbix cpeactB MCIIAH Hocutenei
uHpopmaiuu nyreM pusndyeckoro gocryna k anementam UCIIJIH.

— VYrpo3bl XWILEHUS, HECAHKIMOHUPOBAHHOW MOIU(UKAIMU WU OJIOKMPOBAHUS
uH(popmaImu 3a cuer HecaHkmoHupoBanHoro noctyna (HCJ) ¢ npumenennem
MPOrpaMMHO-aIMApPaTHRIX U MPOrPaMMHBIX CPEJCTB (B TOM YHUCIE MPOTrpaMMHO-
MaTeMaTHYECKHX BO3JICHCTBHIA).

— Yrpo3sl HE TMPEAHAMEPEHHBIX JCUCTBUM IIOJIb30BATEIEW UM HAPYLICHUMN
6ezonacHoctu pyukimonupoBanus MCITJIn u C3I1/IH B ee cocTtaBe u3-3a c60eB
B IMPOTrpaMMHOM OOECIEYEHUHU, a TakKe OT Yrpo3 HEaHTPONOTreHHOro (cOoeB
annaparypsl HM3-3a HEHAJEKHOCTHU DJIEMEHTOB, COOEB JJIEKTPONMUTAHUS) H
CTUXUUHOTO (yIapOB MOJIHUM, MTOKApOB, HABOJHEHU U T.II.) XapakTepa.

— YTrpo3sl IpeIHAMEPEHHBIX NEHCTBUN BHYTPECHHUX HAPYILIUTEIIEH.

— YI‘pOBBI HCCAHKIMUOHUPOBAHHOTO JOCTYIIA IO KaHAJIaM CBA3U.

Omnucanmne YIpo3, BCPOATHOCTH HUX pCaJIN3allUM, OIIACHOCTH M AKTYaJIbHOCTH

npejacTaBiieHbl B «Mojenu yrpo3 0€30MmacHOCTH nepcoHanbHbIX AaHHbIX B UCTT{H».
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11 Mexanu3m peanuszauuu [los1oxenus

Peanmuzanusa IlonokeHHs: NOMKHA OCYIIECTBISTHCA HAa OCHOBE INEPCHEKTUBHBIX
[IPOIPAMM U IUIAHOB, KOTOPBIE COCTABIISAIOTCS HA OCHOBAHUU U BO UCIIOJHECHUE:

— (enepanbHBIX 3aKOHOB B o0Onactu obOecriedeHUs HHGPOPMAIMOHHON
0€30MacHOCTH U 3alUThl HHPOPMALINH;

— nocraHoBiieHud [IpasurenscTBa Poccniickoit @enepanuu;

— PYKOBOISIIUX, OPraHU3alMOHHO-PACHOPSAUTENBHBIX M METOAUYECKUX
nokymentoB ®CTIOK Poccuu;

— mnotpebHocteit WCII[IH B cpeactBax obOecreueHus 0€30MacCHOCTH

uH(popMaIu.
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12 Tlopsimok paGoThI C NEPCOHATBHBIMY JAHHBIMHU COTPYIHHKOB

Oo6s13anHOCTH padoToaarest

B nensx wucnonmHeHuss TpeOoBaHUM 3akoHoaarenbcTBa P® mpu ob6pabotke
[IEPCOHAIIBHBIX  JaHHBIX, BCE COTPYAHUKHM YUYPEKICHHUS JOJDKHBI HCIIOJHATH
YCTaHOBJICHHBIN NOPSAI0K PabOThI:

PaGota ¢ mnepcoHadbHBIMM JAHHBIMH COTPYJHUKOB JOJKHA HE HapyllaTh
TpeboBaHMii 3akoHOAaTeNIbcTBA PD 1 TOKaNbHBIX HOPMATUBHBIX AKTOB OPraHU3allM, U
J0JIKHAa OBITh HEMOCPEICTBEHHO CBA3aHA C OCYIIECTBIECHHEM HMHU CBOMX TPYHAOBBIX
GbyHKUIUHA.

IIpu cOope m 00pabOTKE NEPCOHANBHBIX AAHHBIX COTPYAHHMKA pabOTOATEINb
Hoiken pykoBoacTBoBatbesi Koncturynueit PO, TpynoBsiM kogekcom PP u mHbIMU
(benepabHBIMU 3aKOHAMH.

[lepcoHanbHble J@HHbIE COTPYJHUKOB JOJDKHBI OBITh MOJYYEHBI TOJBKO
HEMOCpeCTBeHHO y Hero. Ecnu anga oOpaboTKM €ro JaHHBIX WM HMX TOJY4YCHUS
IIPUBJIEKAETCA TPETbU JIALA, TO COTPYAHUK JOJDKEH JaThb I[PEABAPUTEIIBLHOE
NUCBbMEHHOE coryiacue Ha 3T0. OAHOBPEMEHHO COTPYIHUK JOJDKEH OBITh YBEIOMIIEH O
nensx cobopa uHPOpMALUM, HUCTOYHUKAX €€ MMOJYYEHHUS, a TakKe O MOCIEACTBUAX
OTKa3a OT IPEeJOCTaBICHU MMCBbMEHHOIO COIIacus Ha cOOp MH(OpMaIUH.

IlepcoHa/IbHBIE TaHHBIE COTPYIHHUKA O €r0 MOJUTHYECKUX, PETUTHO3HBIX U UHBIX
yOeXKIEHUAX, YACTHOM >KM3HM, & TaK)K€ YJIEHCTBE B OOIECTBEHHBIX M MPOQPCOIO3HBIX
OpraHM3alMgX He NoJUIekaT cOopy oOpraHu3alueld, €CiIM HMHOE HE IPEeRyCMOTPEHO
3aKOHOJATEIILCTBOM.

3amura TMEepCOHAIBHBIX JaHHBIX COTPYAHMKAa JIOJDKHA  OOecneYuBaThCs
IIOJIHOCTBIO 3a CUET pabOTOIATENS.

VYupexaenue npu npueme Ha padoTy, a TakKe MpH JIIOObIX U3MEHEHUSX MPaBUII
paboThl ¢ NMEPCOHAJIBHBIMH JAHHBIMH O053aHO MHUCHBMEHHO 3HAKOMUTH C HUMH BCEX

COTPYIHHUKOB.
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YupexaeHue He UMEET MPaBo MPUHYKIATh COTPYIHUKOB K OTKa3y OT CBOMX IIpaB
Ha 3aIUTy IMePCOHAJIBHBIX JIAHHBIX.

O0s13aHHOCTH COTPYAHHKA

CoTpyaHuk 00s13aH:

[lepenatp paboTomaTento BCE IEpCOHANbHBIC JaHHBIC, YKa3aHHBIC B
COOTBETCTBYIOIINX JJOKYMCHTAX.

B ycraHOBIeHHBIN TMpaBWIaMu CPOK cooOmiath padoTojatento 00 M3MEHEHUU
CBOMX ITEPCOHAJIBHBIX JIAHHBIX.

Ilepenaya nepcoHANbHBIX JAHHBIX

[Tpu ocyiiecTBICHUH Tepeavyr MePCOHAIBHBIX JTaHHBIX COTPYIHUKOB TPETHUM
JuiaM paboToIaTesb 00s3aH:

HEe cOooOIIaTh MEePCOHANIBHBIC JaHHBIE 0€3 TMOJYyYEHHOTO MHUCHhbMEHHOTO COTJIACHs
COTpyJIHHMKA, KpOME CIly4aeB, Korja Takue OOS3aHHOCTH  YCTaHOBIICHBI
3aKOHOJIATEIIBCTBOM;

HE TIepeaaBaTh IEPCOHAIBHBIC JAHHBIC COTPYAHUKA [IJII HWCIIOJIb30BAaHUSA B
KOMMEPYECKUX MEIISX;

TpeOOBaTh OT TPETBHUX JIUI[ COOJIOJACHHS MPaBUI PaOOTHI C TMEPCOHATBHBIMU
JAaHHBIMH, a TaKKe MPEIOCTABICHUS MUCHMEHHOTO IOJATBEPIKICHHUS HCIOIb30BaAHUS
MEPCOHATILHBIX JIAHHBIX B TOPSJKE, MPEITyCMOTPEHHBIX HACTOSIIUM IOJIOKCHUEM O
3aIATEe IEPCOHATILHBIX JTAHHBIX;

JaBaTh JIOCTYl K TIEPCOHAJIBHBIM JIAHHBIM TOJBKO JIMIIAM, HWMEIOIIUM
COOTBETCTBYIOIINH JIOMYCK U UCITOJIB3YIONTUX MX TOJBKO JJIS BBITIOJHEHUS KOHKPETHBIX
MMOJTHOMOYMH;

HEe wHCTpeOOoBaTh HWH(OPMAIMIO O COCTOSHHHM 3JI0POBbSI COTPYIHHUKA, 3a
WCKITFOUCHHUEM JIAHHBIX, KOTOPHIC MOTYT MOBJIHUATH HA HCIIOJTHEHUE COTPYIHUKOM CBOMX

TPYJIOBBIX 00S13aHHOCTEI.
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3ammTa nepcoHaAJbHBIX JAHHBIX COTPYAHUKA

B pamkax peamuszanum IyHKTOB Hacrosmero llomoxxenus o  3amure
[IEPCOHAJIBHBIX JaHHBIX COTPYAHUKOB, PYKOBOJIMTEIL YUPEKICHUS HU3ACT IIPUKaA3 O
HAa3HAYEHMH JIMIIA, OTBETCTBEHHOI'O 3a COOIOAEHHE MOPAIKa pabOThI C IEPCOHATBHBIMU
JaHHBIMH COTPYIHHUKOB, Ha KOTOPOM JIEXKAaT BCE OOSI3aHHOCTH MO O0OECIEeUEeHUIO
KOH(UIEHIIMATbHOCTH MOJYYEHHBIX TAHHBIX, @ TAKKE OpraHu3aluu paboThl C HUMH.

[lepenaua wHbOpMAMK MNPOUCXOJUT TOJBKO B MUCBMEHHOM BHUJE. 3arpoc
JOJKEH OBITh clleflaH B NMHCbMEHHOM BHJE€ C YKa3aHHEM BCEX PEKBU3HUTOB JHIIA,
3arnpalurBaronero nHpopmanuo. OTBET JOJKEH OBITH CAelaH Ha GUPMEHHOM OJIaHKe
YUPEXKICHUS U OTIPABJICH JINOO KYphEePCKOU CIYKOOM, TMO0 3aKa3HBIM MTUCEMOM.

Bce mnosmyyeHHbIE IIEpCOHAIBHBIE JaHHBIE [JOJDKHBI XPaHUTbCA B MECTE,
VCKJIIOYAIOIIEM HECAHKIIMOHUPOBAHHBIX TOCTYI TPETHUX JIULI.

DONEKTpOHHbIE  HOCUTENH  MHPOPMALMHM,  JODKHBI  OBITh  3aAIIUILEHbI
KpunTorpadguyecKUMH CpeICTBAMU 3aIUTHl HH(OPMAIIIH.

OTBeTCTBEHHOCTH 3a pa3rjamenue HHGOpMAaLuH, CBA3aHHOI ¢
NEePCOHANBLHBbIMM JaHHBIMH COTPYIHHKA

Jluna, npu3HaHHBIE BUHOBHBIMM B HApYyLUIEHWHW TPeOOBAHHUM HACTOAIIETO
ITonoxeHuss O 3amIUTE MEPCOHAIBHBIX JAHHBIX COTPYIHMKOM IIPUBJICKAIOTCA K
OUCLUIUIMHAPDHOW,  aJIMUHUCTPATUBHOW, TIPa)XJAaHCKO-NIPAaBOBYID U YIOJIOBHOU
OTBETCTBEHHOCTH, B IIOpSAJKE IPEIyCMOTPEHHOM 3aKOHOIATEIbCTBOM PO wu

JIOKAJIBHBIMHU HOPMATUBHBIMH dKTaMMU.
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13  Ilopsiaoxk padoThI C MEPCOHATBHBIMHU JAHHBIMHU CTYACHTOB U KOHTPATCHTOB

Iopsinok mosyyeHus 1 00padOTKH NMEPCOHAIBHBIX JaHHBIX
CTYJI€HTOB U KOHTPAreHTOB

ITox o6pabotkoit I1J/[H moHMMaeTcsl MOJydYeHHE, XpaHeHHE, KOMOMHUPOBAHUE,
nepejada Wik Jiro00€ JIPyroe HMCIOJIb30BaHUE IMEPCOHATBHBIX JAHHBIX CTYIEHTOB U
KOHTPAreHTOB.

PabGora ¢ mepcoHalbHBIMH JAaHHBIMU CTYJICHTOB M KOHTPAareHTOB JIOJDKHA HE
Hapyliath TpeOOBaHUN 3akoHOJaTeNbcTBa P® W JIOKaJbHBIX HOPMATHUBHBIX AaKTOB
OpraHu3aIuu.

Hcnonb3oBaHne MEepCOHAIBHBIX JAHHBIX BO3MOXHO TOJBKO B COOTBETCTBHUM C
LESIMH, ONPEACIMBIIMMU HX ToiydeHue. [lepcoHanbHble TaHHBIE HE MOTYT OBIThH
WCMOJIb30BaHbl B MENSAX NPUYMHEHUS HWMYIIECTBEHHOIO W MOpPaJbHOrO Bpela
rpakJIaHaMm, 3aTpyJHCHMs pealu3allid TpaB W CcBoOOA Tpaxaan Poccuiickoi
benepanuu.

[Topsimox 0OpabOTKM TEPCOHATBHBIX JAaHHBIX Ha OYMaKHBIX MaTepHaTbHBIX
HOCHUTEJISIX perilaMeHTHpOBaH « IHCTpyKIIMENH MO0 XPaHEHUIO MEPCOHAIBHBIX JaHHBIX Ha
OYMa)KHBIX HOCUTENISAX U MOPSAIKY paOOThl UCIIOJIHUTENICH ¢ TIePCOHATBHBIMU JTaHHBIMU
Ha OyMa)XHBIX HOCUTEIIIX UHPOPMAITUNY», YTBEPKICHHON PYKOBOIUTEIICM.

O6paboTka MEPCOHANBHBIX JAaHHBIX B aBTOMATHU3UPOBAHHBIX MH(GOPMAIIMOHHBIX
CHUCTEMax OCYUIIECTBIISICTCSI HAa OCHOBAHUU psiia YTBEPKICHHBIX PYKOBOJIUTEIEM
WHCTPYKIIMK perjaMeHTUPYIOIUX 00paboTKy nepcoHanbHbIx JaHHbIX B UCIIJIH.

JlocTyn K epCOHAJIbHBIM JAHHBIM

Buytpennuit goctymn (JOCTyn BHYTPH OpraHU3aIlMU) OMNpPEACISIeTCS TMepeyHeM
JIWIl, UMEIOIIMUX JOCTYN K TMEPCOHAJIbHBIM JaHHBIM CTYJIEHTOB M KOHTPAareHTOB,
YTBEPKICHHBIM PYKOBOJIUTEIIEM.

Buewmnuii nocry:
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K uuncny maccoBbIX moTpeOuTeNneil MepcOHaJbHBIX NAaHHBIX BHE OpraHU3aluu
MOXHO OTHECTH TOCYHAapCTBEHHbIe (PYHKIMOHAIbHBIE CTPYKTYpPbI: HAaJOTOBbHIE
MHCIIEKIIMH, TPABOOXPAHUTENbHBIE OPTaHbl, OPTaHbl CTATUCTUKH, BOGHKOMATbI, OPTraHbl
COLIMAJIBHOTO CTPaxOBaHUs, MEHCUOHHBbIE (OHIBI, MOAPA3ACICHHUS MYHUIIMIATIbHBIX
OpraHoB YIpaBJICHUS;

Haa3opHo-KOHTpOJIbHBIE OpraHbl UMEIOT JOCTYI K MH(OpMaILUU TOJBKO B cepe
CBOEU KOMIIETECHIIUH.

IIpaBa, 00513aHHOCTH M OTBETCTBEHHOCTb Cy0ObeKTa MEPCOHATBHBIX TAHHBIX

3akperuieHne mpaB CYOBEKTOB NEPCOHATBHBIX JAaHHBIX, PETJIaMEHTHUPYIOIINX
3aIlUTy €ro MEepCOHAIBHBIX JTaHHBIX, 00ECIEUYMBAET COXPAHHOCTh MOJIHOM U TOYHOMH
MH(OPMAIIHU O HEM.

CTyaeHTbl W KOHTpareHTbl JOJKHBI OBbITh O3HAKOMJIEHBI C JOKyMEHTaMu
OpraHu3alliy, YCTAaHABIMBAIOIMIMMHU TMOPSIOK OOpabOTKM NEePCOHANTBHBIX JaHHBIX
CTYJIEHTOB U KOHTPAareHTOB, a TaKXe 00 UX MpaBax U 00s3aHHOCTAX B 3TOM 00JIACTH.

B nensix 3auiuThl IEPCOHANBHBIX JAHHBIX CTYACHTBI U KOHTPAreHThl MOTYT:

- TpeboBaTh HWCKIIOYEHMS] WJIM MCHPABICHHUS HEBEPHBIX WM HEMOIHBIX
MEPCOHANBHBIX JaHHBIX, TA CBOOOJHBIA OECIUIaTHBIM JOCTYN K CBOMM INEPCOHATbHBIM
JaHHBIM, BKJIIOYas MpaBO Ha TOJy4YeHHE KOMHUM HOBOM 3amucH, cojaeprKaiiei
MEePCOHAIbHBIE TaHHBIE;

- OIIPEACINIATh CBOMX MPEJCTAaBUTENEH ISl 3aIUTHI CBOMX MEPCOHANTBHBIX JaHHBIX
Ha COXpPaHEHME U 3alUTY CBOECH JUYHON U CEMEUHOMN TalHBI.

IIpaBa, 00513aHHOCTH M OTBETCTBEHHOCTH ONIEPATOPA NMEPCOHAIbHBIX TAHHBIX

[lepcoHanbHas OTBETCTBEHHOCTh - OJIHO U3 IVIABHBIX TPEOOBAHMM K OpraHu3aluu
(GYHKUMOHUPOBAHUS CHUCTEMBI 3alMTHl MEPCOHAIBHON HHPOpMalUU U 00s3aTeIbHOE
ycioBue obecneueHus 3O PEeKTUBHOCTU ITOU CUCTEMBI.

KOpunnyeckue u pusnveckue imiia, B COOTBETCTBUU CO CBOMMHU MOJIHOMOYHUSMHU

BJIAACIOMINC O I'paKAaHaX IOJIYHaromue U UCIIOJb3YIOIUEC €€, HCCYT OTBCTCTBCHHOCTD B
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COOTBETCTBHH C 3aKOHOJATENbCTBOM Poccuiickoit @eaepanuu 3a HapyluIEHUE pexuMa
3aIUThI, 00pa0OTKU U MOPsAJIKA UCTIOIB30BAHMS 3TON UH(GOPMAIIIH.

PykoBonuTenb, pazpemaromnid J0CTyIl COTPYAHUKA K JOKYMEHTY, COAEPKALLIEMY
IIEPCOHAIBHBIE CBEIEHUS CTYHEHTOB M KOHTPAar€HTOB, HECET IEPCOHAIBHYIO
OTBETCTBEHHOCTb 3a IAHHOE pa3pelICHUE.

Kaxxaplii coTpyIHMK OpraHu3aiiy, MOJyYarolmui mjis padoThl JTIOKYMEHT,
COZEpKalllUid TEPCOHANbHBIE JAHHBIE HECET EIAUHOJUYHYI OTBETCTBEHHOCTH 32
COXPAHHOCTb HOCUTEINSI U KOHPUACHIIMAIBHOCTh HH(OpMAIUH.

JlonyCk K TEpCOHANbHBIM JaHHBIM CTYJEHTOB M KOHTPAareHTOB JPYTrUX
COTPYIHUKOB paboTojaressi, HE HMEIIIMX HaJUIeKaluM 00pa3oM O(OPMIIEHHOTO
JOCTYTIA, 3aIIPEIIACTC.

[lepenaua (oOMEH M T.1.) MEPCOHANBHBIX JAHHBIX MEXAY MOJpa3/eICHUIMU
OCYLIECTBIISIETCS TOJIBKO MEXAY COTPYIHHKAMH, UMEIOIIUMH TOCTYI K NEPCOHATBHBIM
JaHHBIM CTY/I€HTOB U KOHTPAreHTOB.

3a HEUCITOJIHEHUE WJIM HEHAJIE)KAIEE HUCIOJHEHHE COTPYIHHMKOM IO €r0 BUHE
BO3JIO)KEHHBIX Ha HEro OO0S3aHHOCTEH MO COOJIIOJICHUIO YCTAHOBJIEHHOTO IMOpSAKa
paboThl €O CBEACHHUSIMU KOHPUACHIIMAIBHOIO XapakTepa paboTojareiab BIpaBe

MMPUMCHATH NPCAYCMOTPCHHBIC TPYI[OB]':»IM KOI[CKCOM AUCHUTUIMHAPHBIC B3BICKAHUWA.
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14  Oxmpaembliii 3ppexT ot peanusanun [osoxkeHus

Peanuzamus Ionoxenus 6e3onacuoctu I1/{x 8 UCII/{H no3BouT:

— OLIEHUTh cocTosiHue Oe3zonacHocTu uHpopmaruun MCII/IH, BbISABUTH
UCTOYHUKM  BHYTPEHHMX M  BHEUIHUX  Yrpo3  MHGOPMAIMOHHON
0e30macHOCTH, ONPENIENNUTD MIPUOPUTETHBIE HaIlpaBJICHUS
MPEAOTBPALLIECHUS, OTPAKEHUS U HEUTpaAIU3aluu dTUX YIPO3;

— pazpaboTaTh pacropsiAuTEIbHbIE " HOPMaTUBHO-METOINYECKUE
NOKyMeHTHI npuMeHnuTesibHO K UCIT/IH;

— mpoBecTH kinaccudukanuio u cepruduxanuo MCIIH;

— MPOBECTH OPraHU3ALHOHHO-PEKUMHBIE U TEXHUUYECKHUE MEPONPUITUSA IO
obecmeuenuto 6e3onacHoctu 1/ B UCII/IH;

— o0ecneunTh HEOOXOIUMBIN YPOBEHb 0€30M1aCHOCTH OOBEKTOB 3aILIUTHI;

— pa3paboTaTh METOJMYECKHE TOKYMEHTHI 10 pa3MeIeHnI0, 000PY10BaHUIO
U OXpaHe TMOMEIIEHUM, TIA€ XPaHIATCS IEPCOHAJBHBIE JaHHBIE, 10
XpaHEHUIO MEPCOHANTBHBIX AAHHBIX Ha OYMa)KHBIX HOCUTENSIX U MOPAJKY
paboThl MCHOJHUTENEH C NEpPCOHAJbHBIMU JaHHBIMM Ha OyMa)KHbIX

HOCHUTCIIAX I/IH(l)OpMaI_II/II/I.

Ocy1iecTBieHrEe 3TUX MEPONPUATUNA 00€CTIeUnT CO3AaHNe €IMHOM, 1IeTOCTHOU U
CKOOPJMHUPOBAHHON CUCTEMBbl MH(OPMAIIMOHHOW OE€30MaCHOCTH MU CO3/1acT YCJIOBHS

JJIs1 €€ z[aaneﬁLuero COBCPIICHCTBOBAHM:I.
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15 CnMCOK MCIOJIb30BAHHBIX HCTOUYHHUKOB

OCHOBHBIMM HOPMATHUBHBIMU TMPABOBBIMH M METOJUYECKUMHU JOKYMEHTaMH, Ha
KOTOpPBIX 0azupyercs HacToduee [lonoxkenue sSBistoTCs:

®epnepanbablii 3akoH 0T 27.07.2006 1. Ne 152-®3 «O nepcOHANBHBIX TAHHBIX)»
(nanee — @3 «O nepcoHaIbHBIX TaHHBIX»), YCTAHABIMBAIOLIMN OCHOBHBIC IPUHIIUIIBI U
ycnoBuss o6pabotku I[1/lH, mpaBa, 0OA3aHHOCTM M OTBETCTBEHHOCTh YYAaCTHHKOB
OTHOIIEHHH, CBsI3aHHBIX ¢ 00padoTKko# [1/[H.

«TpeboBanuss K 3amIUTe MEPCOHAIBHBIX JAaHHBIX MNpPU MX  00paboOTKe B
MH(OPMAIIMOHHBIX CHCTEMAaX NMEPCOHAJIBHBIX JAHHBIX», YTBEpKIAeHbI [locTaHOBIECHHEM
IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenne 00  OCOOEHHOCTSIX OOpaOOTKM  NEPCOHAIBHBIX  JAHHBIX,
OCYILECTBIISIEMOH 0€3 HCIONb30BaHMUsI CPEACTB aBTOMATHU3allMM», YTBEPKICHHOE
IToctanoBnenuem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

[Toctanosnenue [IpaButensctBa PO No 211 ot 21.03.2012 r. «O06 yTBepkIeHUN
NepeyHs Mep, HampaBlIeHHBIX Ha oO0OecleyeHue BBINOJHEHUS O00s3aHHOCTEH,
npeaycMoTpeHHbIX @3 «O nepcoHaNbHBIX TAHHBIX» U MPUHITBIMH B COOTBETCTBUM C
HUM  HOPMATHUBHBIMM  TIPaBOBBIMM  aKTaMH,  OIEpaTOpamu,  SBISIOIIUMUCS
roCy/IapCTBEHHBIMU MU MYHHUIIMIATIBHBIMUA OpTaHaAMK.

«TpeboBanuss k MarepuadbHbIM HOCUTEISIM OHUOMETPUUYECKHX MEPCOHAIBHBIX
JAHHBIX M TEXHOJOTHSM XpaHEHUS TaKWX JAaHHBIX BHE WH()OPMALMOHHBIX CHUCTEM
MEPCOHANBHBIX JaHHBIX», yTBepkIeHHble [loctanoBnenuem IlpaButensctBa PO ot
06.07.2008 r. Ne 512.

HopmatuBHo-MeToanueckue  nokyMeHTbl — DenepanbHol  ciyxObl 1O
TEXHUYECKOMY M 3KcHepTHOMY KoHTpoito Poccuiickoit ®enepanuu (nanee - ®CTIOK
Poccun) no obecneuenuto 6e3onacuoctu [11n npu ux o6padorke B UCII/H:

ba3oBas Moaens yrpo3 6€300acHOCTH NEPCOHAIBHBIX IaHHBIX IPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAaHHBIX, YTB. 3aM. nupekropa @CTIK

Poccun 15.02.2008 r.
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Metonuka ompenereHusl AakTyalbHBIX yrpo3 O€30MacHOCTH MEePCOHAIBHBIX
JaHHBIX MPU UX 00pabOoTKe B MH(POPMAIMOHHBIX CHUCTEMaxX MEPCOHANBHBIX JaHHBIX,
yTB. 3aM. aupekropa ®CTIK Poccun 15.02.2008 r.

[Tpukaz ®CTIK Poccun Ne 17 ot 11.02.2013 r. «O6 yrBepxknenun TpeGoBaHuit
0 3alIUTe UHPOPMALIMH, HE COCTABISAIONIMX FOCYJapCTBEHHYIO TallHY, COJEpKAILIUXCS B
roCy/1apCTBEHHBIX HHPOPMALIMOHHBIX CUCTEMAaX.

[Tpukaz ®CTOK Poccuu Ne 21 ot 18.02.2013 1. «O6 yrBepxkaenun CoctaBa u
coJiepKaHUsl OPTaHM3ALMOHHBIX M TEXHUYECKHX Mep MO 00ecrneyeHuto 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX TpU HUX o00paboTke B HMHPOPMALMOHHBIX CHCTEMax
MIEPCOHANBHBIX TaHHBIX.

[Ipukaz denepanbHOil cayx0bl Oe3omacHocTH Poccuiickoit denepanuu 0T
10.07.2014 r. Ne 378 «O0 yrBepxknenun CocTtaBa M COAEPKaHUS OPraHU3AIMOHHBIX U
TEXHUYECKUX Mep Mo o0OecrneueHnto Oe30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU HUX
00paboTke B MH(OPMAIIMOHHBIX CUCTEMAaX NMEPCOHAIBHBIX TaHHBIX C MCIOJIb30BaHUEM
CpelncTB Kpunrtorpadpuyeckon 3amuTsl HHHOpPMAIMU, HEOOXOAUMBIX ISl BBHIITOJIHEHUS
yctaHoBlieHHbIX IlpaButenbctBom Poccuiickoit ®enepannu TpeOOBaHUN K 3aluTe

MCPCOHAJIBHBIX NAHHBIX I KAXKI0TO U3 yp0BHCfI 3aIIUIICHHOCTH)).

[ToMOIITHUK peKTopa O KOMIUIEKCHOW 0€30MacHOCTH 0O.M. Kaboes



